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Abstract

As mobileadhocnetwork applicationsaredeployed,securityemergesasa centralrequirement.In thispaper, we
introducethewormholeattack, a severeattackin adhocnetworks that is particularlychallengingto defendagainst.
The wormholeattackis possibleeven if the attacker hasnot compromisedany hosts,andeven if all communica-
tion providesauthenticityandcon�dentiality. In the wormholeattack,an attacker recordspackets (or bits) at one
locationin thenetwork, tunnelsthemto anotherlocation,andretransmitsthemthereinto thenetwork. Theworm-
holeattackcanform a seriousthreatin wirelessnetworks,especiallyagainstmany adhocnetwork routingprotocols
andlocation-basedwirelesssecuritysystems.For example,mostexisting adhocnetwork routingprotocols,without
somemechanismto defendagainstthewormholeattack,would beunableto �nd routeslongerthanoneor two hops,
severelydisruptingcommunication.We presenta new, generalmechanism,calledpacket leashes, for detectingand
thusdefendingagainstwormholeattacks,andwepresenta speci�c protocol,calledTIK, thatimplementsleashes.

1 Intr oduction

Thepromiseof mobileadhocnetworksto solve challengingreal-world problemscontinuesto attractattentionfrom
industrial and academicresearchprojects. Applicationsare emerging andwidespreadadoptionis on the horizon.
Most previous ad hoc network researchhasfocusedon problemssuchasrouting andcommunication,assuminga
trustedenvironment. However, many applicationsrun in untrustedenvironmentsandrequiresecurecommunication
androuting. Applicationsthatmayrequiresecurecommunicationsincludeemergency responseoperations,military
or policenetworks,andsafety-criticalbusinessoperationssuchasoil drilling platformsor miningoperations.For ex-
ample,in emergency responseoperationssuchasafteranaturaldisasterlikea�ood, tornado,hurricane,or earthquake,
adhocnetworkscouldbeusedfor real-timesafetyfeedback;regularcommunicationnetworksmaybedamaged,so
emergency rescueteamsmight rely uponadhocnetworksfor communication.

Ad hocnetworksgenerallyusea wirelessradiocommunicationchannel.Themainadvantageof suchnetworksis
low costof deploymentandmaintenance,sincethenodesandwirelesshardwareareinexpensiveandreadilyavailable,
andsincethenetwork is automaticallyself-con�guringandself-maintaining.However, wirelessnetworksarevulnera-
ble to severalattacks.Wirelesscommunicationfacesseveralsecurityrisks. In mostwirelessnetworks,anattackercan
easilyinjectboguspackets,impersonatinganothersender. Wereferto thisattackasaspoo�ngattack.In mostwireless
networks,anattackercanalsoeasilyeavesdroponcommunication,recordpackets,andreplaythe(potentiallyaltered)
packets.

In this paper,we de�ne a particularlychallengingattackto defendagainst,which we call a wormholeattack,and
we presenta new, generalmechanismfor detectingandthusdefendingagainstwormholeattacks.In this attack,an
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attacker recordsa packet, or individual bits from a packet,at onelocationin thenetwork, tunnelsthedatato another
location,andreplaysthepacket there.(We describethewormholeattackin moredetail in Section2.) Thewormhole
attackcanform a seriousthreatin wirelessnetworks,especiallyagainstmany adhocnetwork routingprotocolsand
location-basedwirelesssecuritysystems. The wormholeplacesthe attacker in a very powerful position, able for
exampleto further exploit any of the attacksmentionedabove, allowing the attacker to gain unauthorizedaccess,
disruptrouting,or performadenial-of-serviceattack(DoS).We introducethegeneralmechanismof packet leashesto
detectwormholeattacks,andwe presenttwo typesof leashes:geographicleashesandtemporalleashes.Finally, we
designanef�cient authenticationprotocol,calledTIK, for usewith temporalleashes.

Section2 presentsthe wormholeattackand discusseshow the wormholeattackcan be usedto attackad hoc
network routing protocols. In Section3, we presentour assumptions.Section4 presentsleashesanddiscussesa
generalapproachfor detectingwormholes. Section5 discussestemporalleashesin detail, and presentsthe TIK
protocolfor instantwirelessbroadcastauthentication.Section7 discussesrelatedwork, andSection8 presentsour
conclusions.

2 ProblemStatement

In a wormholeattack, an attacker receivespacketsat onepoint in the network, “tunnels” themto anotherpoint in
thenetwork, andthenreplaystheminto thenetwork from thatpoint. For tunneleddistanceslongerthanthenormal
wirelesstransmissionrangeof asinglehop,it is simplefor theattacker to makethetunneledpacketarrivesoonerthan
otherpacketstransmittedover a normalmultihop route,for examplethroughuseof a singlelong-rangedirectional
wirelesslink or througha directwired link to a colludingattacker. It is alsopossiblefor theattacker to forwardeach
bit over thewormholedirectly, without waiting for anentirepacket to bereceivedbeforebeginningto tunnelthebits
of thepacket, in orderto minimizedelayintroducedby thewormhole.

If the attacker performsthis tunnelinghonestlyand reliably, no harm is done; the attacker actuallyprovidesa
usefulservicein connectingthenetwork moreef�ciently . However, thewormholeputstheattacker in averypowerful
positionrelative to othernodesin thenetwork, andthe attacker couldexploit this positionin a varietyof ways; the
attackercanalsostill performtheattackevenif thenetwork communicationprovidescon�dentiality andauthenticity,
andevenif theattackerdoesnothaveany cryptographickeys.

Thewormholeattackis particularlydangerousagainstmany adhocnetwork routingprotocolsin which thenodes
thatheara packet transmissiondirectly from somenodeconsiderthemselvesto be in rangeof (andthusa neighbor
of) that node. For example,whenusedagainstan on-demandrouting protocolsuchasDSR [19] or AODV [31], a
powerful applicationof thewormholeattackcanbemountedby tunnelingeachROUTE REQUEST packet directly to
thedestinationtargetnodeof theREQUEST. Whenthedestinationnode's neighborshearthis REQUEST packet, they
will follow normal routing protocolprocessingto rebroadcastthat copy of the REQUEST andthendiscardwithout
processingall otherreceivedROUTE REQUEST packetsoriginatingfrom this sameRouteDiscovery. This attackthus
preventsany routesotherthanthroughthewormholefrom beingdiscovered,andif theattacker is nearthe initiator
of theRouteDiscovery, this attackcanevenpreventroutesmorethantwo hopslong from beingdiscovered.Possible
waysfor theattacker to thenexploit thewormholeincludediscardingratherthanforwardingall datapackets,creating
a permanentDenial-of-Serviceattack(no other route to the destinationcan be discoveredas long as the attacker
maintainsthewormholefor ROUTE REQUEST packets),or selectively discardor modify certaindatapackets.

The neighbordiscovery functionality of periodic(proactive) routing protocolssuchasDSDV [30], OLSR [36],
andTBRPF[5] rely heavily on thereceptionof broadcastpacketsasamechanismfor neighbordetection,andarealso
extremelyvulnerableto this attack.For example,OLSRandTBRPFuseHELLO packetsfor neighbordetection,soif
anattacker tunnelsto B all HELLO packetstransmittedby A, andtunnelsto A all HELLO packetstransmittedby B ,
thenA andB will believe thatthey areneighbors,whichwould causetheroutingprotocolto fail to �nd routeswhen
they arenotactuallyneighbors.

For DSDV, if eachroutingadvertisementsentby nodeA weretunneledto nodeB , andvice versa,thenA andB
would believe that they wereneighbors.If they werenot within wirelesstransmissionrange,they would be unable
to communicate.Furthermore,if thebestexisting routefrom A to B wereat least2n + 2 hopslong, thenany node
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within n hopsof A would beunableto communicatewith B , andany nodewithin n hopsof B would beunableto
communicatewith A. Otherwise,supposeC werewithin n hopsof A, but hada valid routeto B . SinceA advertises
a metric1 routeto B , C would heara metricn + 1 routeto B . C will take that routeif it is not within n + 1 hops
of B , in which casetherewould bea n-hoppathfrom A to C, anda n + 1-hoppathfrom C to B , contradictingthe
premisethatthebestrealpathfrom A to B is at least2n + 2 hopslong.

Thewormholeattackis alsodangerousin otherwirelessapplications.Oneexampleis any wirelessaccesscontrol
systemthat is proximity based,suchaswirelesscar keys, or proximity andtoken basedaccesscontrol systemsfor
PCs[10, 22]. In suchsystems,anattackercouldrelaytheauthenticationexchangesto gainunauthorizedaccess.

Onepartial approachfor preventingwormholeattacksmight be to usea secretmethodfor modulatingbits over
wirelesstransmissions;oncea nodeis compromised,however, this approachis likely to fail unlesstheradio is kept
insidetamper-resistanthardware.Anotherapproach,knownasRFwatermarking,authenticatesawirelesstransmission
without decodingthe data,by insteadmodulatingthe RF waveform in a way known only to authorizednodes[11].
RF watermarkingrelieson keepingsecretthe knowledgeof which RF waveform parametersarebeingmodulated;
furthermore,if thatwaveform is exactly capturedat the receiving endof thewormholeandexactly replicatedat the
transmittingendof the wormhole,the signal level of the resultingwatermarkis independentof the distanceit was
tunneled.As a result,thewatermarkmaystill be intact,eventhoughthepacket wasmadeto travel beyondthevalid
wirelesstransmissionrange.Althoughintrusiondetectioncouldbeusedin somecasesto detecta wormholeattacker,
it is generallydif�cult to isolatetheattacker in a software-onlyapproach,sincethepacketssentby thewormholeare
identicalto thepacketssentby legitimatenodes.In contrastto theseapproaches,theapproachwepresentin thispaper,
calledpacket leashes, is a generalapproachanddoesnot suffer from theseproblems.

3 Assumptionsand Notation

The acronym “MA C” may standfor Medium AccessControl protocolandMessageAuthenticationCode;to avoid
confusionwe use“MA C” in this paperto referto thenetwork MediumAccessControlprotocolat thelink layer, and
we use“HMA C” to referto a messageauthenticationcodeusedfor authentication(HMAC is a particularinstanceof
a messageauthenticationcode[4]).

For reasonssuchasdifferencesin wirelessinterference,transmitpower, or antennaoperation,links betweennodes
in a wirelessnetwork mayat timeswork in only onedirection;sucha unidirectionalwirelesslink betweenbetween
two nodesA and B might allow A to senda packet to B but not for B to senda packet to A. In many cases,
however, wirelesslinks operateasbidirectional links. A MAC protocolgenerallyis designedto supportoperation
over unidirectionallinks or is designedonly for bidirectionallinks; the introductionof the TIK protocoldoesnot
affect thecapabilityof theMAC protocolto operateoverunidirectionallinks.

Securityattackson thewirelessnetwork'sphysicallayerarebeyondthescopeof this paper.Spreadspectrumhas
beenstudiedasa mechanismfor securingthephysicallayeragainstjamming[34]. Denial-of-Service(DoS)attacks
againstMAC layerprotocolsarealsobeyondthescopeof thepaper;MAC layerprotocolsthatdo not employ some
form of carriersense,suchaspureALOHA andSlottedALOHA [1], arelessvulnerableto DoSattacks,althoughthey
tendto usethechannellessef�ciently .

We assumethat thewirelessnetwork may drop,corrupt,duplicate,or reorderpackets. We alsoassumethat the
MAC layercontainssomelevel of redundancy to detectrandomlycorruptedpackets;however, this mechanismis not
designedto replacecryptographicauthenticationmechanisms.

Weassumethatnodesin theadhocnetwork mayberesourceconstrained.Thus,in providing for wormholedetec-
tion, weuseef�cient symmetriccryptography, ratherthanrelyingonexpensiveasymmetriccryptographicoperations.
Especiallyon CPU-limiteddevices,symmetriccryptographicoperations(suchasblock ciphersandhashfunctions)
arethreeto four ordersof magnitudefasterthanasymmetriccryptographicoperations(suchasdigital signatures).

We assumethat a nodecanobtainan authenticatedkey for any othernode. Like public keys in systemsusing
asymmetriccryptography, thesekeys in our protocolTIK (Section5) arepublic values(oncedisclosed),although
TIK usesonly symmetric(notasymmetric)cryptography. A traditionalapproachto thisauthenticatedkey distribution
problemis to build onapublickey systemfor key distribution;a trustedentitycansignpublic-key certi�catesfor each
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node,andthenodescanthenusetheir public-key to signnew anew (symmetric)key beingdistributedfor usein TIK.
ZhouandHaas[44] proposesucha public key infrastructure;Hubaux,Buttyán,and �Capkunbootstraptrust relation-
shipsfrom PGP-like certi�cateswithout relying on a trustedpublic key infrastructure[17]; Konget al. [23] propose
asymmetricmechanismsfor thresholdsignaturesfor certi�cates. Alternatively, a trustednodecansecurelydistribute
anauthenticatedTIK key usingonly symmetric-key cryptography[33] or non-cryptographicapproaches[40].

4 DetectingWormhole Attacks

In this section,we introducethe notion of a packet leashasa generalmechanismfor detectingandthusdefending
againstwormholeattacks. A leashis any information that is addedto a packet designedto restrict the packet's
maximumallowed transmissiondistance. We distinguishbetweengeographical leashesand temporal leashes. A
geographicalleashensuresthat the recipientof the packet is within a certaindistancefrom the sender. A temporal
leashensuresthatthepackethasanupperboundonits lifetime, whichrestrictsthemaximumtravel distance,sincethe
packetcantravel atmostat thespeedof light. Eithertypeof leashcanpreventthewormholeattack,becauseit allows
thereceiverof apacket to detectif thepacket traveledfurtherthantheleashallows.

4.1 GeographicalLeashes

To constructa geographicalleash,in general,eachnodemustknow its own locationandall nodesmusthave loosely
synchronizedclocks. Whensendinga packet, the sendingnodeincludesin thepacket its own location,ps , andthe
time at which it sentthe packet, ts ; whenreceiving a packet, the receiving nodecomparesthesevaluesto its own
location,pr , andthetime at which it receivedthepacket, t r . If theclocksof thesenderandreceiveraresynchronized
to within � � , and� is anupperboundon thevelocityof any node,thenthereceivercancomputeanupperboundon
thedistancebetweenthesenderanditself, dsr . Speci�cally, basedon thetimestampts in thepacket,thelocal receive
time t r , themaximumrelative error in locationinformation� , andthe locationsof thereceiver pr andthesenderps,
thendsr canbe boundedby dsr � jjps � pr jj + 2� � (t r � ts + �) + � . A regulardigital signaturescheme,e.g.,
RSA[37], or otherauthenticationtechnique,canbeusedto allow areceiverto authenticatethelocationandtimestamp
in thereceivedpacket.

In certaincircumstances,boundingthedistancebetweenthe senderandreceiver, dsr , cannotpreventwormhole
attacks;for example,whenobstaclespreventcommunicationbetweentwo nodesthatwouldotherwisebein transmis-
sion range,a distance-basedschemewould still allow wormholesbetweenthe senderandreceiver. A network that
useslocationinformationto createa geographicalleashcancontrol even thesekindsof wormholes.To accomplish
this, eachnodehasa radiopropagationmodel. A receiver couldverify thatevery possiblelocationof thesender(a
� + � (t r � ts + 2�) radiusaroundps) canreacheverypossiblelocationof thereceiver(a � + � (t r � ts + 2�) radius
aroundpr ).

4.2 Temporal Leashes

To constructa temporalleash,in general,all nodesmusthave tightly synchronizedclocks,suchthatmaximumdif-
ferencebetweenany two nodes'clocks is � . The value of the parameter� must be known by all nodesin the
network,andfor temporalleashes,generallymustbeontheorderof afew microsecondsor evenhundredsof nanosec-
onds.This level of time synchronizationcanbeachievednow with off-the-shelfhardwarebasedon LORAN-C [28],
WWVB [29], or GPS[9, 42]; althoughsuchhardwareis not currentlya commonpartof adhocnetwork nodes,it can
be deployed in ad hocnetworks todayandis expectedto becomemorewidely utilized in futuresystemsat reduced
expense,size,weight,andpowerconsumption.In addition,thetimesynchronizationsignalitself in suchsystemsmay
besubjectto certainattacks[6, 12]. Esoterichardwaresuchascesium-beamclocks,rubidiumclocks,andhydrogen
maserclockscould alsobe usedin specialapplicationstodayto provide suf�ciently accuratetime synchronization
for months.Althoughour generalrequirementfor time synchronizationis indeeda restrictionon theapplicabilityof
temporalleashes,for applicationsthatrequiredefenseagainstthewormholeattack,this requirementis justi�ed dueto
theseriousnessof theattackandits potentialdisruptionof theintendedfunctioningof thenetwork.
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To usetemporalleashes,whensendinga packet, thesendingnodeincludesin thepacket thetime at which it sent
thepacket, ts ; whenreceiving a packet, the receiving nodecomparesthis valueto the time at which it received the
packet, t r . Thereceiver is ableto detectif thepacket traveledtoo far, basedon theclaimedtransmissiontime andthe
speedof light. Alternatively, a temporalleashcanbeconstructedby insteadincludingin thepacketanexpirationtime,
afterwhich thereceiver shouldnot acceptthepacket; basedon theallowedmaximumtransmissiondistanceandthe
speedof light, thesendersetsthisexpirationtime in thepacketasanoffsetfrom thetimeat which it sendsthepacket.
As with ageographicalleash,aregulardigital signatureschemeor otherauthenticationtechniquecanbeusedto allow
a receiver to authenticatea timestampor expirationtime in thereceivedpacket.

4.3 Discussion

An advantageof geographicalleashesover temporalleashesis that the time synchronizationcan be much looser.
Anotheradvantageof usinggeographicalleashesin conjunctionwith a signaturescheme(i.e., a signatureproviding
non-repudiation),is that an attacker can be caughtif it pretendsto resideat multiple locations. This useof non-
repudiationwasalsoproposedby Sirois andKent [39]. Whena legitimatenodeoverhearsthe attacker claiming to
be in different locationsthat would only be possibleif the attacker could travel at a velocity above the maximum
nodevelocity � , the legitimatenodecanusethesignedlocationsto convinceotherlegitimatenodesthat theattacker
is malicious.De�ne � 0(t) to bea boundon themaximumrelative positionerror1 whenany nodequeriesits location
twice within a periodof time t. If somenodeclaimsto be at locationsp1 andp2 at timest1 andt2, respectively,
thatnodeis anattacker if jj p2 � p1 jj� � 0( j t 2 � t 1 j )

j t 2 � t 1 j > � . A legitimatenodedetectingthis from thesetwo packetscanalso
broadcastthe two packetsto convinceothernodesthat the �rst nodeis indeedanattacker. Eachnodehearingthese
messagescancheckthe two signatures,verify the discrepancy in the information,andrebroadcastthe information
if it hasnot previously doneso. To easily performduplicatesuppressionin rebroadcastingthis information,each
nodecanmaintaina blacklist. Eachblacklistentrycontainsa nodeaddressandthetime at which thatblacklistentry
expires.Whena nodereceivesa messageshowing anattacker'sbehavior, it checksif thatattacker is alreadylistedin
its blacklist. If so,it updatestheexpirationtimeonits currentblacklistentryanddiscardsthenew message;otherwise,
it addsanew blacklistentryandpropagatesthemessage.

A potentialproblemwith leashesusinga timestampin thepacket is that in a contention-basedMAC, thesender
may not know the precisetime at which it will senda packet. For example,a senderusingthe IEEE 802.11MAC
maynot know the time a packet will be transmitteduntil approximatelyoneslot time (20 � s) prior to transmission.
Generatinganinef�cient digital signature,suchasRSAwith a1024bit key, couldtakethreeordersof magnitudemore
time thanthis slot time (on theorderof 10 ms). Thesendercanusetwo approachesto hide thesignaturegeneration
latency: eitherincreasetheMTU (minimumtransmissionunit) to allow computationto overlapwith transmission,or
usea moreef�cient signaturescheme,suchasSchnorr's signature[38], which enablesef�cient signaturegeneration
afterpre-processing.

5 Temporal Leashesand the TIK Protocol

In this section,we discusstemporalleashesin moredetail andpresentthe TIK protocol that implementstemporal
leashes.

5.1 Temporal LeashConstruction Details

We now discusstemporalleashesthatareimplementedwith a packet expiration time. Considera senderwho wants
to senda packet with a temporalleash,preventingthepacket to travel further thandistanceL . (Recallthatall nodes
aretime synchronizedup to a maximumtime synchronizationerror � .) Clearly, L > L min = � � c, wherec is the
propagationspeedof our wirelesssignal(i.e., the speedof light in air, very closeto the speedof light in vacuum).

1By de�nition, � 0(t ) � 2� . In addition,whent is small,� 0(t ) shouldbesmall,sincethealgorithmanodeusesto determineits locationshould
beawareof physicalspeedlimits of thatnode.
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Whenthesendersendsthepacket at local time t s, it needsto setthepacket expiration time to te = ts + L=c � � .
Whenthereceiver getsthepacket at local time t r , it furtherprocessesthepacket if thetemporalleashis not expired
(i.e., t r < te), otherwiseit dropsthepacket. This assumesthatthepacket sendingandreceiving delayarenegligible,
suchthatthesendercanpredicttheprecisesendingtime t s andthereceivercanimmediatelyrecordt r whenthe�rst
bit arrives(or derive t r duringreceptionasthebandwidthis known).

Thereceiverneedsawayto authenticatetheexpirationtimete, otherwiseanattackercouldeasilychangethattime
andwormholethepacketasfarasit desires.

In unicastcommunication(point-to-point)nodescan usemessage authenticationcodesfor authentication:the
senderS andreceiverR mustshareasecretkey K , which they usein conjunctionwith amessageauthenticationcode
function(for exampleHMAC [4]) to authenticatemessagesthey exchange.To senda messageM to R, S sends:

S ! R : hM ; HMACK (M )i

wherethenotationHMACK (M ) representstheHMAC messageauthenticationcodecomputedovermessageM with
key K . Thepacketsentfrom S to R containsboththeintendedmessageM andHMACK (M ). WhenR receivesthis
message,it canverify theauthenticityof themessageby comparingthereceivedHMAC valueto theHMAC that it
computesfor itself over thereceivedmessagewith thesecretkey K it shareswith thesenderS.

However, usingmessageauthenticationcodesin thestandardway hastwo majordrawbacks.First, in a network
with n nodes,we would needto setup n (n � 1)

2 keys, onefor eachpair of nodes.Key setupis an expensive opera-
tion, which makesthis approachimpracticalin largenetworks. Second,this approachcannotef�ciently authenticate
broadcastpackets. To securea broadcastpacket, the senderwould needto add to the packet a separatemessage
authenticationcodefor eachreceiver, makingthe packet extremelylarge (andlikely exceedingthe network's max-
imum packet size). The needto includeseparatemessageauthenticationcodesin the packet could be avoidedby
having multiple receiverssharethesamekey, but this might allow a subsetof colludingreceiversto impersonatethe
sender[8].

Instead,attachinga digital signature to eachpacket could be usedto solve the two problemsdiscussedabove:
eachnodeneedsto have only onepublic-privatekey pair, andeachnodeneedsto know only thepublic key of every
othernode;thus,only n publickeysneedto bedistributedin anetwork with n nodes.Furthermore,adigital signature
providesnon-repudiationandauthenticationfor broadcastpacketsin thesamewayasfor unicastpackets.

However, digital signatureshaveseveraldrawbacks.First,digital signaturesareusuallybasedoncomputationally
expensiveasymmetriccryptography. For example,thepopular1024-bit RSAdigital signaturealgorithm[37], roughly
equivalent to useof a 72-bit key in a symmetricencryptionalgorithm [25], requiresabout10 millisecondson a
800 MHz PentiumIII processorfor signaturegeneration.Signatureveri�cation is moreef�cient, but still requires
about0:5 millisecondson a fastworkstation.Adding a digital signatureto eachpacket is computationallyexpensive
for theveri�er (receiver),but overwhelminglyexpensive for thesigner(sender).On lesspowerful CPUs,eachdigital
signaturegenerationandveri�cation takeson theorderof seconds[7].

Sincemany wirelessapplicationsrely heavily on broadcastcommunication,and sincesettingup O(n2) keys
is expensive, we designthe TIK protocol in Section5.3, a new protocol for ef�cient broadcastauthenticationthat
simultaneouslyprovidesthefunctionalityof a temporalleash.

5.2 Tree-Authenticated Values

TheTIK protocolwe presentin Section5.3 requiresanef�cient mechanismfor authenticatingkeys. In this section,
we discusstheef�cient hashtreeauthenticationmechanism.

Authenticatingasequenceof valuesef�ciently is animportantprimitiveusedin many securityprotocols.One-way
hashchainsarepredominantlyusedfor this purpose.Oneof the �rst usesof one-way hashchainswasfor one-time
passwordsby Lamport[24], whichHaller laterusedto designtheS/KEY one-timepasswordsystem[15]. To motivate
why we usea treestructureinsteadof a one-wayhashchainto authenticatevalues,we brie�y describethedrawbacks
of a one-waychain.
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v0 v1 v2 v3 v4 v5 v6 v7

v0
0 v0

1 v0
2 v0
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m03

m45 m67

m47
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Figure1: Merklehashtree

One-wayhashchain Considerthechainof lengthw with thevaluesC0; : : : ; Cw� 1. We cangeneratethis chainby
randomlyselectingthe last valueCw� 1, andrepeatedlyapplyinga one-way hashfunction H to derive theprevious
values:Cw� 2 = H (Cw� 1), Ci = H (Ci +1 ). The beginningof thechain,C0 servesasa commitmentto theentire
chainandallows anybodyto authenticatethefollowing valuesof thechain. Becausethe functionH is one-way and
providessecondpre-imagecollisionresistance(alsocalledweakcollisionresistance),it is computationallyintractable
for an attacker to invert H or to �nd anothervalue C0

i 6= Ci , given Ci and Ci � 1, that satis�es Ci � 1 = H (C0
i ).

(Menezes,van Oorschot,andVanstone,have a moredetaileddiscussionon one-way hashfunctionsor the second
pre-imagecollision resistanceproperty[26].) Therefore,if we know that one-way chainvalueCi is authentic,and
learnCi +1 with thepropertythatCi = H (Ci +1 ), we know thatvalueCi +1 is authenticandthevaluethatfollowsCi

on thechain.More generally, we canverify Cj giventheauthenticvalueCi by checkingthatCi = H j � i (Cj ), with
j > i . Valuesfrom a one-way hashchainarevery ef�cient to verify if we disclosethevaluesin sequence.However,
for theTIK protocolwepresentin Section5.3,wewouldusethevaluesverysparsely. Eventhoughtheone-wayhash
functionis very ef�cient to compute,this would still requirea substantialveri�cation overhead— we thususea tree
structurefor moreef�cient authenticationof values.

Hashtr ee To authenticatethesequenceof valuesv0; v1; : : : ; vw� 1 weplacethesevaluesat theleafnodesof abinary
tree. (For simplicity we assumea balancedbinary tree,sow is a power of two.) We �rst blind all thevalueswith a
one-wayhashfunctionH to preventdisclosingadditionalvalues(aswewill describebelow), sov0

i = H (vi ). Wethen
usetheMerklehashtreeconstruction[27] to committo thevaluesv0

0; : : : ; v0
w � 1. Eachinternalnodeof thebinarytree

is derivedfrom its two child nodes.Considerthederivationof theparentnodemp from theleft andright child nodes
ml andmr : mp = H (m l jj mr ). We computethelevelsof thetreerecursively from theleaf nodesto theroot node.
Figure1 showsthisconstructionovertheeightvaluesv0; v1; : : : ; v7, e.g.,m01 = H (v0

0 jj v0
1), m03 = H (m01 jj m23),

etc.
Theroot valueof thetreeis usedto authenticateall leaf values.To authenticatea valuevi , thesenderdisclosesi ,

vi , andall thenodesnecessaryto verify thepathup to theroot. For example,if a senderwantsto authenticatekey v2

in Figure1, it includesthevaluesv0
3; m01; m47 in thepacket. A receiver with an authenticroot valuem07 canthen

verify that

H
�

H
h

m01 jj H [ H [ v2 ] jj v0
3 ]

i
jj m47

�

equalsthestoredm07. If theveri�cation is successful,thereceiverknowsthatv2 is authentic.
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The extra v0
0; v0

1; : : : ; v0
7 in Figure1 areaddedto the tree to avoid disclosing(in this example)the valuev3 to

authenticatev2.

Hash tr eeoptimization In TIK, thedepthof thetreecanbequitelarge: givena �x edtime interval, a treeis of size
O(t=I ), wheret is theamountof timebetweenrekeying. For example,if thetimeinterval is 11:5 � s, andnodescanbe
rekeyedonceperday, thetreeis of depth34. As a result,storingtheentiretreeis impractical.It is possible,however,
to storeonly theupperlayersof the treeandrecomputethe lower layerson demand.To reconstructa treeof depth
d requires2d� 1 applicationsof the PRFand2d � 1 applicationsof the hashfunction,but savesa factorof 2d� 1 in
storage.This techniquecanbe further improvedby amortizingthis calculation:a nodekeepstwo treesof depthd:
onethat is fully computedandcurrentlybeingused,andonethat is being�lled in. Sincea total of 2d� 1 + 2d � 1
operationsarerequiredto �ll thetree,andthefull treewill beusedfor 2d� 1 time intervals,thenodeneedsto perform
only 3 operationspertime interval, independentof thesizeof thetree.

Wecannow computethetruecalculationandstoragecostfor thehashtreethatweusein TIK. Let D bethedepth
of the entire tree,andlet d be the depthof the part that is recomputedon demand.The initial computationof the
treerequires2D � 1 evaluationsof thePRF, and2D � 1 evaluationsof thehashfunction. This initial computationcan
bedoneof�ine, andis not time critical. To choosed, we considerthevaluethatminimizestotal storage.Sincetotal
storageis givenby 2D � d+1 � 1 + 2 � (2d � 1), storageis minimizedwhen

@
@d

�
2D � d+1 � 1 + 2d+1 � 2

�
= 0

(� ln 2)2D � d+1 + (ln 2)2d+1 = 0

2d+1 = 2D � d+1

d + 1 = D � d + 1

Theoptimalchoicefor d is D
2 , andthetotal storagerequirementis 2dD

2 e+1 + 2bD
2 c+1 � 3. This representsa storage

requirementof justO(
p

t=I ). For example,atreeof depth34requiresonly 2.5megabytesto store,muchsmallerthan
thefull treesizeof 170gigabytes;oncethetreeis generated,it canbeusedat a costof 3 operationspertime interval.

A similarapproachcanbetakenfor thegenerationof futurehashtrees:onceasinglehashtreeis generated,future
hashtreescanbegeneratedwhile theoriginal oneis usedfor a costof 3 hashfunctionsper time interval plusspace
of 2dD

2 e+1 + 2bD
2 c+1 � 2. Only the root of eachnew treeneedsto be distributed,andasmentionedin Section3,

thesevaluescanbe distributedusingonly symmetric-key cryptography[33], non-cryptographicapproaches[40], or
by sendingthemusingthecurrenthashtreefor authentication.

5.3 TIK ProtocolDescription

Our TIK protocolprovidesef�cient instantauthenticationfor broadcastcommunicationandtemporalleashin adhoc
networks.TIK standsfor TESLAwith InstantKey disclosure, andis anextensionof theTESLA broadcastauthentica-
tion protocol[32]. We contributethenovel observationthata receiver canverify theTESLA securityconditionasit
receivesthepacket (explainedbelow), which allows thesenderto disclosethekey in thesamepacket, thusthename
TESLA with InstantKey disclosure.

TIK implementsa temporalleashandthusenablesthe receiver to detecta wormholeattack. TIK is basedon
ef�cient symmetriccryptographicprimitives(a messageauthenticationcodeis a symmetriccryptographicprimitive).
TIK requiresaccuratetime synchronizationbetweenall communicatingparties;and requireseachcommunicating
nodeto know justonepublicvaluefor eachsendernode,thusenablingscalablekey distribution.

We now describethe variousstagesof the TIK protocolin detail: sendersetup,receiver bootstrapping,sending
andverifying authenticatedpackets,adiscussionof MAC layerissues,andanevaluation.

SenderSetup Thesenderusesapseudo-randomfunction(PRF[13]) F andasecretmasterkey X to deriveaseries
of keys K 0; K 1; : : : ; K w , whereK i = FX (i ). Themainadvantageof this methodis that thesendercanef�ciently
accessthe keys in any order. Assumingthe PRF is secure,it is computationallyintractablefor an attacker to �nd
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the mastersecretkey X , even if all keys K 0; K 1; : : : ; K w� 1 are known. Without the secretmasterkey X , it is
computationallyintractablefor anattacker to derive a key K i that thesenderhasnot yet disclosed.To constructthe
PRFfunctionF , wecanuseapseudo-randompermutation(i.e.,ablockcipher)[14], or amessageauthenticationcode
suchasHMAC [4].

Thesenderselectsuniformly distributedpointsin time atwhicheachkey is published;it discloseskey K 0 at time
T0, K i at timeTi , etc.ThedisclosuretimeshaveaconstantdistanceTdisc , soT1 = T0 + Tdisc , or Ti = T0 + i � Tdisc .

ThesenderthenconstructstheMerklehashtreewedescribein Section5.2tocommitto thekeysK 0; K 1; : : : ; K w� 1.
Therootof theresultinghashtreeis m0;w � 1, or simplym. Thevaluem commitsto all keysandis usedto authenticate
any leaf key ef�ciently . As we describein Section5.2, in a hashtreewith log2(w) levels,veri�cation only requires
log2 w hashfunctioncomputations(in theworstcase,not consideringbuffering),andtheauthenticationinformation
consistsof log2 w values.

Receiver Bootstrapping Weassumethatall nodeshavesynchronizedclockswith amaximumclocksynchronization
errorof � . Wefurtherassumethateachreceiverknowseverysender'shashtreerootm, andtheassociatedparameters
T0 andTdisc . This informationis suf�cient for thereceiver to authenticateany packetsfrom thesender.

Sendingand Verifying Authenticated Packets To achieve securebroadcastauthentication,it mustbe impossible
for a receiver to forgeauthenticationinformationfor a packet. Sowhenthesendersendsa packet P, it estimatesan
upperboundon thearrival time at thereceiver, t r . Basedon this arrival time, thesenderpicksa key thatwill still be
secretwhenthereceivergetsthepacket,e.g.,K i , whereTi > t r + � . Thesenderattachesa messageauthentication
codeto thepacket,usingkey K i .

Becauseof thetime synchronization,the receiver canverify afterpacket receptionthat thekey K i is still secret:
sincethesenderdid not yet discloseK i , no attacker canknow K i , andthereforeif thepacket veri�es correctlyonce
the receiver receivesthe authentickey K i , the packet musthave originatedfrom the claimedsender. Even another
receiver couldnot have forgeda new messagewith a correctmessageauthenticationcode,asonly thesenderknows
the key K i . After time Ti , the senderthendiscloseskey K i , with the correspondingtreeauthenticationvalues(as
we discussin Section5.2). Oncethe receiver getsthe authentickey K i , it canauthenticateall packets that carry
a messageauthenticationcodewith K i . This useof delayedkey disclosureand time synchronizationfor secure
broadcastauthenticationwasalsousedby theTESLA protocol[32].

Theabove protocolhasthedrawbackthatmessageauthenticationis delayed;thereceiver hasto wait for thekey
beforeit canauthenticatethepacket. Weobservethatwecanremovetheauthenticationdelayin awirelesstransmission
environmentwherethenodesareaccuratelytime synchronized.In fact, thesendercanevendisclosethekey in the
samepacket thatcarriesthecorrespondingmessageauthenticationcode.

Figure2 shows the sendingand receiving of a TIK packet. The �gure shows the sender's andreceiver's time
lines,which maydiffer by a valueof up to themaximumtime synchronizationerror � . Thetime t s hereis thetime
at which the senderbegins transmissionof the packet, and time Ti is the disclosuretime for key K i . The packet
containsthreeparts:amessageauthenticationcode(shown asHMAC in Figure2), amessagepayload(shown asM ),
the treeauthenticationvaluesnecessaryto authenticateK i (shown asT), andthekey usedto generatethe message
authenticationcode(shown asK i ). TheTIK packet is transmittedas:

S ! R : hHMACK i (M ); M ; T; K i i

wherethedestinationR maybeunicastor broadcast.After thereceiverreceivestheH M AC , it veri�es thatthesender
did notyetstartsendingthecorrespondingkey K i , basedonthetimeTi andthesynchronizedclocks.If thesenderdid
not yet startsendingK i , thereceiververi�es that thekey K i at theendof thepacket is authentic(usingthehashtree
root m andthehashtreevaluesT), andthenusesK i to verify theH M AC . If all theseveri�cations aresuccessful,
thereceiveracceptsthepacket.

TheTIK protocolalreadyprovidesprotectionagainstthewormholeattack,sinceanattacker who retransmitsthe
packetwill mostlikely delayit longenoughthatthereceiverwill rejectthepacketbecausethesenderalreadydisclosed
the correspondingkey. However, we canalsoaddan explicit expiration timestampto eachpacket for the temporal
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Figure2: Timing of a packet in transmissionusingTIK

leash,anduseTIK astheauthenticationprotocol. For example,eachpacket could includea 64-bit timestampwith
nanosecondresolution,allowing over580yearsof usestartingfrom theepoch.Sincetheentirepacketis authenticated,
thetimestampis authenticated.

A policy couldbesetallowing thereceptionof packetsfor which theperceivedtransmissiondelay, or arrival time
minussendingtimestamp,is lessthansomethreshold.Thatthresholdcouldbechosenanywherebetween� � � and
� + � , wherethemoreconservativeapproachof � � � never allows tunnelsbut rejectssomevalid packets,andthe
more liberal approachof � + � never rejectsvalid packets,but may allow tunnelingof up to 2c� pastthe actual
transmissionrange.

With a GPS-disciplinedclock [42], time synchronizationto within � = 183ns with probability1� 10� 10. If a
transmitterhasa250meterrange,the� � � thresholdacceptsall packetssentlessthan140metersandsomepackets
sentbetween140and250meters;the� + � thresholdacceptsall packetssentlessthan250metersbut allowstunneling
of packetsup to 110metersbeyondthat.

MAC Layer Issues A TDMA MAC maybeableto choosetheframestarttime sothatthemessageauthentication
codeis sentby timeTi � r

c � 2� . In thiscase,theminimumpayloadlengthis r
c + 2� timesthebit rate.For additional

ef�ciency, thenodesshouldhavedifferentkey disclosuretimes,andtheMAC layershouldprovideeachnodewith the
MAC level time slot it needsfor authenticateddelivery.

As mentionedin Section5.3,CSMA MACsmaynot be ableto controlwhena packet is sentrelative to thekey
disclosuretimes.In this case,theminimumpacketsizeneedsto bechosensothata key disclosuretime is guaranteed
to exist somewhereinsidethepacket. For example,if thephysicallayeris capableof apeakdatarateof 100Mbpsand
a rangeof 150meters,thekey disclosuretime is chosento be25� s, andtime synchronizationis achievedto within
250ns, thentheminimum packet sizemustbe at least325bytes. However, if eachvaluein thehashtreeis 80 bits
long,andthedepthof thetreeis 31,thentheminimumpacketsizeis just 15bytes.

If a MAC protocolusesan Request-to-Send/Clear-to-Send(RTS/CTS)handshake, theminimumpacket sizecan
bereducedby carryingthemessageauthenticationcodeinsidetheRTS frame:

A ! B : hRTS; HMACK i (M )i
B ! A : hCTSi
A ! B : hDATA; M ; treevalues; K i i
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In particular, insteadof having a minimumpayloadlengthof r
c + 2� + I timesthedatarate,whereI is theduration

of a time interval, theminimumpayloadlengthis just 2� + I � 2t turn timesthedatarate,wheret turn is theminimum
allowedtime betweenreceiving a control frameandreturninga correspondingframe.This minimumpayloadlength
includesthelengthof theCTS,DATA header, data,andtreevalues.

TIK Evaluation To evaluatethe suitability of a protocolfor usein ad hoc networks,we measuredcomputational
powerandmemorycurrentlyavailablein mobiledevices.To measurethenumberof repeatedhashesthatcanbeper-
formedpersecond,weoptimizedtheMD5 codefrom ISI [41] to achievemaximumperformancefor repeatedhashing.
Our optimizedversionperforms10 million hashfunction evaluationsin 7.544secondson a PentiumIII runningat
1 GHz, representinga rateof 1.3 million hashesper second;the samenumberof hashsusing this implementation
on a CompaqiPaq3870PocketPCrunningLinux took 45 seconds,representinga rateof 222,000hashespersecond.
Repetitive, simple functionslike hashescanalsobe ef�ciently implementedin hardware; Helion Technology[16]
claimsa 20k gateASIC coredesign(a third thecomplexity of Bluetooth[3] andlessthana third thecomplexity of
IEEE 802.11[21]) capableof morethan1.9 million hashespersecondanda Xilinx FPGAdesignusing1650LUTs
capableof 1 million hashesper second. In termsof memoryconsumption,existing handhelddevices,suchas the
iPaq3870,comeequippedwith 32 MB of Flashand64 MB of RAM. Modernnotebookscangenerallybeequipped
with hundredsof megabytesof RAM.

A high-endwirelessLAN suchastheProxim Harmony 802.11a[35] hasrangepotentiallyasfar as250 meters
anddatarateashigh as108Mbps. With time synchronizationprovidedby a Trimble ThunderboltGPS-Disciplined
Clock [42], the synchronizationerror canbe aslow as183 ns with probability 1� 10� 10. If authentickeys arere-
establishedeveryday, with a 20byteminimumpacketsizeandan80-bit messageauthenticationcodelength,thetree
hasdepth33,giving a minimumframelengthof 350bytes,or 25:9 � s, anda time interval of 24:7 � s. Assumingthat
the nodegeneratesnew treesfor redistribution while it is usingits old trees,it requires8 megabytesof storageand
needsto performfewer than243,000operationspersecondto maintainandgeneratetrees.To authenticatea received
packet, a nodeneedsperformonly 33 hashfunctions. To keepup with link-speed,a nodeneedsto verify a packet
every25:9 � s, thusrequiring1,273,000hashespersecond,for a total computationalrequirementof 1,516,000hashes
persecond.This canbeachievedtodayin hardware,eitherby placingtwo MD5 unitson a singleFPGA,or with an
ASIC.High-endlaptopstodaysport1.2GHzPentiumIII CPUs,whichshouldalsobeableto perform1.5million hash
operationspersecond.

CurrentcommoditywirelessLAN productssuchascommonlyused802.11bcards[2] provide11Mbpsat250me-
ters. Given the sametime synchronization,rekeying interval, minimum packet size, and messageauthentication
codelength, the treehasdepth30, giving a minimum framelengthof 320 bytes,or 232� s, anda time interval of
231:5 � s. Assumingthat thenodegeneratesnew treesfor redistribution while it is usingits old trees,it requiresjust
2.6megabytesof storageandneedsto performjust 26,500operationspersecond.To authenticatea receivedpacket,
a nodeneedsperformonly 30hashfunctions.Sinceany IP packetauthenticatedusingTIK would take at least232� s
to transmit,TIK canauthenticatepacketsat link-speedusingjust13,000hashespersecond,for a total of 39,500hash
functionspersecond,which is well within thecapabilityof aniPaq,with 82:2%of its CPUtime to spare.

In asensornetwork suchasHollar etal'sweCmote[20, 43], nodesmayonly beableto achievetimesynchroniza-
tion accurateto 1 second,havea19:6 kbpslink speed,and20meterrange.In thiscase,thesmallestpacket thatcanbe
authenticatedis 4900bytes;sincetheweCmotedoesnothavesuf�cient memoryto storethispacket,TIK is unusable
in sucharesource-scarcesystem.Furthermore,thelevel of timesynchronizationin thissystemis suchthatTIK could
notprovidea usablewormholedetectionsystem.

6 Analysis

6.1 Security Analysis

Packet leashesprovide a way for a senderanda receiver to ensurethata wormholeattacker is not causingthesignal
to propagatefartherthanthespeci�ed radius.Whengeographicleashesareused,nodesalsodetecttunnelingacross
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obstaclesotherwiseimpenatrableby radio, suchasmountains.As with othercryptographicprimitives,a malicious
receivercanrefuseto checktheleash,just likeamaliciousreceivercanrefuseto checktheauthenticationonapacket.
Thismayallow anattacker to tunnelapacket to anotherattackerwithoutdetection.

A malicioussendercanclaima falsetimestampor location,causinga legitimatereceiver to havemistakenbeliefs
aboutwhetherornotthepacketwastunneled.Whengeographicleashesareusedin conjunctionwith digital signatures,
nodesmaybeableto detecta maliciousnodeandspreadthatinformationto othernodes(Section4.3). However, this
attackis equivalentto themalicioussendersharingits keyswith thewormholeattacker, andallowing thesendingside
of the wormholeplaceappropriatetimestampsor locationinformationon any packetssentby the malicioussender
andtunneledby thewormholeattacker.

6.2 ComparisonBetweenGeographicand Temporal Leashes

Temporalleasheshave theadvantageof beinghighly ef�cient, especiallywhenusedwith TIK, asdescribedin Sec-
tion 5. Geographicleashes,ontheotherhand,requireamoregeneralbroadcastauthenticationmechanism,whichmay
resultin increasedcomputationalandnetwork overhead.Locationinformationalsomayrequiremorebits to represent,
furtherincreasingthenetwork overhead.

Geographicleasheshave theadvantagethatthey canbeusedin conjunctionwith a radiopropagationmodel,thus
allowing them to detecttunnelsthroughobstacles.Furthermore,geographicleashesdo not requirethe tight time
synchronizationthat temporalleashesrequire. In particular, temporalleashescannotbe usedif themaximumrange
is lessthanc� , wherec is thespeedof light and� is maximumend-to-endtime synchronizationerror; geographic
leashescanbeuseduntil themaximumrangeis lessthan2� � , where� is themaximumspeedof any node.

To evaluatethepracticalityof geographicleashes,we considera radioof range300meters,maximumvelocityof
50 meterspersecond,with a relative positioningerrorof 3 meters,andtime synchronizationerrorof 1 millisecond.
Thent r � ts � 2 ms,sincethepropagationtime is atmost1 millisecondandthetimesynchronizationerroris atmost
1 millisecond.Thendsr � jjps � pr jj + 100m/s� 2 ms+ 3 m = jjps � pr jj + 3:2 m. Sincejjps � pr jj couldbeas
muchas3 meters,theeffectiverangeof thenetwork interfaceis reducedby at most6:2 meters.

To comparetheeffectivenessof geographicleashesandtemporalleashes,wecomparethemeasureddistanceusing
bothapproaches:dsr � jjps � pr jj + 2� � (t r � ts + �) + � for geographicleashesanddsr � c � (t r � ts + �) for
temporalleashes.We use dmax

c to denotethe maximumpropagationtime. Thenthemaximumerror is boundedby
� + 2� ( dmax

c + 2�) + � = 2� + 4� � + 2� dmax
c for geographicleashes,andby 2c� for temporalleashes.Geographic

leashesarethenmoreeffectivewhen� < c� � 2� � � � dmax
c . In general,� is muchsmallerthanc. Givensuf�cient

computingpower andnetwork bandwidth,geographicleashesshouldbe usedwhen� < c� , andtemporalleashes
shouldbeusedwhen� � c� .

7 RelatedWork

RadioFrequency (RF) watermarkingis anotherpossibleapproachto providing the securitydescribedin this paper.
Sincewe areawareof no publishedspeci�c details,it is dif�cult to assessits security. If the radiohardwareis kept
secret,suchasthroughtamper-resistantmodules,somelevel of securitycanbeprovidedagainstcompromisednodes;
however, if theradiobandin whichcommunicationsaretakingplaceis known, thenanattackercanattemptto tunnel
theentiresignalfrom onelocationto another.

It may be possibleto modify existing intrusion detectionapproachesto detecta wormholeattacker; sincethe
packetssentby thewormholeareidenticalto thepacketssentby legitimatenodes,suchdetectionwould moreeasily
be achieved jointly with hardwareable to specifysomesort of directionality informationfor received packets. To
thebestof our knowledge,no work hasbeenpublishedregardingthepossibilityof usingintrusiondetectionsystems
speci�cally to detectwormholeattackers.

TESLA generallychooseslongertime intervalsthanTIK to reducetheamountof computationneededto authen-
ticatea new key. As a result,TESLA is capableof functioningwith much loosertime synchronizationthanTIK
requires.Givena suf�cient level of time synchronization,TIK providesanadvantageoverhop-by-hopauthentication
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with TESLA, with respectto latency andpacket overhead,but it sufferswith respectto byteoverhead.In particular,
sinceTIK key disclosurealwaysoccursin the samepacket asthe dataprotected,packetscanbe veri�ed instantly,
whereaswith TESLA, packetsmustwait, on average1.5 time intervals,which is especiallysigni�cant whenpackets
areauthenticatedhop-by-hopin a multi-hopadhocnetwork routingprotocol.

TheIEEE 802.11iTaskGroupis designingmodi�cations to IEEE 802.11[18] to improvesecurity. Thesemodi�-
cationsgenerallyusea singlesharedkey, or, whenmultiple keys areused,thekeys areusedbetweenmultiple clients
anda singlebasestation.Sincebasestationsarenot presentin adhocnetworks,andsincea singlesharedkey does
notpreventany attackslaunchedfrom acompromisednode,theseproposalsdonotsuf�ciently addressauthentication
for ad hocnetwork routing. Furthermore,noneof thecurrentproposalswithin IEEE 802.11iaddressthewormhole
attack.

OtherMedium AccessControl protocolsspecifyprivacy andauthenticitymechanisms.Thesemechanismstyp-
ically useoneor moresharedkeys, allowing compromisednodesto forgepackets. Furthermore,to the bestof our
knowledge,noneof thesemechanismsprotectagainstwormholeattacks.

8 Conclusions

In this paper,we introducethewormholeattackandintroducepacket leashesto defendagainstthewormholeattack.
We show that the wormholeattackcan have devastatingconsequencesto many proposedad hoc network routing
protocols.We presentgeographicandtemporalleashesto restrictthemaximumtransmissiondistanceof a packet. To
implementtemporalleashes,wedesignanovel ef�cient protocolcalledTIK, whichprovidesinstantauthenticationof
receivedpackets. TIK requiresjust n public keys in a network with n nodes,andhasrelatively modeststorage,per
packet,andcomputationoverheads.In particular, anodeneedonly performbetween3 and6 hashfunctionevaluations
per time interval to maintainup-to-datekey informationfor itself, androughly 30 hashfunctionsfor eachreceived
packet. With commoditytechnologysuchas11Mbpswirelesslinks,TIK hascomputationalandmemoryrequirements
thatareeasilysatis�abletoday;2.6megabytesfor treestoragerepresents,for example,lessthan3% of thestandard
memoryonanCompaqiPaq3870with noexternalmemorycards,andsincetheStrongARMontheiPaqis capableof
performing222,000symmetriccryptographicoperationspersecond,TIK imposesno morethana 18%loadon CPU
time,evenwhen�ooded with packets,andoftenlessthanthatin normaloperation.

Whenusedin conjunctionwith precisetimestampsandveryaccuratetimesynchronization,TIK canpreventworm-
hole attacksthat causethesignalto travel a distancelongerthanthenominalrangeof the radio,or any otherrange
that might be speci�ed. Suf�ciently tight time synchronizationcanbe achieved in a wirelessLAN usingcommer-
cial GPSreceivers[42], andwirelessMAN technologycouldbesuf�ciently time-synchronizedusingeitherGPSor
LORAN-C [28] radiosignals.

A MAC usingTIK ef�ciently protectsagainstreplay, spoo�ng, andwormholeattacks,andensuresstrongfresh-
ness.TIK is implementablewith currenttechnologies,anddoesnot requiresigni�cant additionalprocessingat the
MAC layer, sincetheauthenticationof eachpacketcanbeperformedat thehostCPU.

Our geographicleashesarelessef�cient, sincethey requirebroadcastauthentication,but they canbeusedin net-
workswhereprecisetimesynchronizationis noteasilyachievable.Thedominantfactorin theusabilityof geographic
leashesis theability to accuratelymeasurelocation;becausenodemovementis veryslow relativeto thespeedof light,
theeffectsof reducedtimesynchronizationaccuracy areslight.
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