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Abstract

As mobileadhocnetwork applicationsaredeplo/ed, securityemegesasa centralrequirementin this paperwe
introducethe wormholeattadk, a severeattackin adhoc networksthatis particularlychallengingto defendagainst.
The wormholeattackis possibleevenif the attacler hasnot compromisedary hosts,andevenif all communica-
tion provides authenticityand con dentiality. In the wormholeattack,an attacler recordspaclets (or bits) at one
locationin the network, tunnelsthemto anotherocation,andretransmiteshemthereinto the network. The worm-
holeattackcanform a seriousthreatin wirelessnetworks, especiallyagainstmary ad hocnetwork routing protocols
andlocation-baseavirelesssecuritysystems For example,mostexisting ad hoc network routing protocols without
somemechanisnio defendagainsthe wormholeattack,would beunableto nd routeslongerthanoneor two hops,
severely disruptingcommunication We presenta new, generaimechanismcalled padet leashesfor detectingand
thusdefendingagainswormholeattacks andwe present speci ¢ protocol,calledTIK, thatimplementdeashes.

1 Intr oduction

The promiseof mobile ad hoc networksto solve challengingreal-world problemscontinuego attractattentionfrom
industrial and academiaesearctprojects. Applicationsare emeging and widespreadadoptionis on the horizon.
Most previous ad hoc network researcthasfocusedon problemssuchas routing and communicationassuminga
trustedervironment. However, mary applicationsrun in untrustedervironmentsand requiresecurecommunication
androuting. Applicationsthat may requiresecurecommunicationsncludeemegeng responseperationsmilitary
or police networks,andsafety-criticalbusinesoperationsuchasoil drilling platformsor mining operationsFor ex-
ample,in emegeng responseperationsuchasafteranaturaldisastetikea ood, tornadohurricanepr earthquak,
ad hoc networks could be usedfor real-timesafetyfeedback;regular communicatiometworks may be damagedso
emegeng rescugeamsmight rely uponad hocnetworksfor communication.

Ad hocnetworks generallyusea wirelessradiocommunicatiorchannel. The mainadvantageof suchnetworksis
low costof deploymentandmaintenancesincethe nodesandwirelesshardwareareinexpensve andreadilyavailable,
andsincethenetwork is automaticallyself-con guringandself-maintaining However, wirelessnetworksarevulnera-
ble to severalattacks Wirelesscommunicatiorfacesseveral securityrisks. In mostwirelessnetworks,anattacler can
easilyinjectboguspaclets,impersonatingnothersenderWe referto this attackasa spoo ngattack.In mostwireless
networks,anattacler canalsoeasilyeavesdop on communicationrecordpackets,andreplaythe (potentiallyaltered)
paclets.

In this paper,we de ne a particularlychallengingattackto defendagainstwhich we call awormholeattack,and
we presenta new, generalmechanisnfor detectingandthusdefendingagainstwormholeattacks.In this attack,an



attacler recordsa paclet, or individual bits from a paclet, at onelocationin the network, tunnelsthe datato another
location,andreplaysthe paclet there.(We describethe wormholeattackin moredetailin Section2.) Thewormhole
attackcanform a seriousthreatin wirelessnetworks, especiallyagainstmary ad hoc network routing protocolsand
location-basedvirelesssecurity systems. The wormhole placesthe attacler in a very powerful position, able for
exampleto further exploit any of the attacksmentionedabove, allowing the attacler to gain unauthorizedaccess,
disruptrouting,or performadenial-of-servicattack(DoS).We introducethe generamechanisnof padketleasheto
detectwormholeattacks,andwe presentwo typesof leashesgeographideashesandtemporalleashesFinally, we
designanef cient authenticatiorprotocol,calledTIK, for usewith temporalleashes.

Section2 presentghe wormhole attack and discusse$ow the wormhole attack can be usedto attackad hoc
network routing protocols. In Section3, we presentour assumptions.Section4 presentdeashesand discusses
generalapproachfor detectingwormholes. Section5 discussesemporalleashesn detail, and presentshe TIK
protocolfor instantwirelessbroadcastuthentication.Section7 discusseselatedwork, and Section8 presentsour
conclusions.

2 Problem Statement

In a wormholeattad, an attacler receves pacletsat one point in the network, “tunnels” themto anotherpointin
the network, andthenreplaystheminto the network from that point. For tunneleddistancedongerthanthe normal
wirelesstransmissiomangeof a singlehop, it is simplefor theattaclerto make thetunneledpacletarrive soonetthan
other pacletstransmittedover a normal multihop route, for examplethroughuseof a singlelong-rangedirectional
wirelesslink or througha directwired link to a colludingattacler. It is alsopossiblefor the attacler to forwardeach
bit overthe wormholedirectly, without waiting for anentirepacletto be receved beforebeginningto tunnelthe bits
of thepaclet,in orderto minimize delayintroducedby thewormhole.

If the attacler performsthis tunnelinghonestlyandreliably, no harmis done;the attacler actually providesa
usefulservicein connectinghe network moreef ciently . However, thewormholeputstheattaclerin avery powerful
positionrelative to othernodesin the network, andthe attacler could exploit this positionin a variety of ways;the
attacler canalsostill performtheattackevenif the network communicatiorprovidescon dentiality andauthenticity
andevenif theattacler doesnot have ary cryptographideys.

Thewormholeattackis particularlydangerousgainstmary adhocnetwork routingprotocolsin which thenodes
thatheara paclet transmissiordirectly from somenodeconsiderthemselesto bein rangeof (andthusa neighbor
of) that node. For example,whenusedagainstan on-demandouting protocolsuchasDSR[19] or AODV [31], a
powerful applicationof the wormholeattackcanbe mountedby tunnelingeachROUTE REQUEST pacletdirectly to
the destinationtargetnodeof the REQUEST. Whenthe destinatiomodes neighborshearthis REQUEST paclet, they
will follow normalrouting protocol processingo rebroadcasthat copy of the REQUEST andthendiscardwithout
processingll otherreceved ROUTE REQUEST pacletsoriginatingfrom this sameRouteDiscovery. This attackthus
preventsary routesotherthanthroughthe wormholefrom beingdiscovered,andif the attacler is nearthe initiator
of the RouteDiscovery, this attackcaneven preventroutesmorethantwo hopslong from beingdiscovered.Possible
waysfor the attacler to thenexploit thewormholeincludediscardingratherthanforwardingall datapaclets,creating
a permanentDenial-of-Serviceattack (no otherroute to the destinationcan be discoreredas long as the attacler
maintainshewormholefor ROUTE REQUEST paclets),or selectvely discardor modify certaindatapaclets.

The neighbordiscovery functionality of periodic (proactive) routing protocolssuchasDSDV [30], OLSR[36],
andTBRPF[5] rely heavily onthereceptionof broadcaspacletsasamechanisnfor neighbordetectionandarealso
extremelyvulnerableto this attack.For example,OLSRandTBRPFuseHELL O pacletsfor neighbordetectionsoif
anattaclertunnelsto B all HELLO pacletstransmittedby A, andtunnelsto A all HELL O pacletstransmittecby B,
thenA andB will believe thatthey areneighborswhichwould causetherouting protocolto fail to nd routeswhen
they arenotactuallyneighbors.

For DSDV, if eachroutingadwertisemensentby nodeA weretunneledto nodeB, andvice versathenA andB
would believe thatthey wereneighbors.If they werenot within wirelesstransmissiorrange,they would be unable
to communicate Furthermorejf the bestexisting routefrom A to B wereatleast2n + 2 hopslong, thenary node



within n hopsof A would be unableto communicatevith B, andary nodewithin n hopsof B would be unableto
communicatavith A. Otherwise supposeC werewithin n hopsof A, but hadavalid routeto B. SinceA adwertises
ametric1 routeto B, C would heara metricn + 1 routeto B. C will take thatrouteif it is not within n + 1 hops
of B, in which casetherewould be a n-hop pathfrom A to C, andan + 1-hoppathfrom C to B, contradictingthe
premisethatthe bestrealpathfrom A to B is atleast2n + 2 hopslong.

Thewormholeattackis alsodangerousn otherwirelessapplicationsOneexampleis ary wirelessaccesgontrol
systemthatis proximity based,suchaswirelesscar keys, or proximity andtoken basedaccessontrol systemsfor
PCs[10, 22]. In suchsystemsanattacler couldrelaythe authenticatiorexchangedo gainunauthorizedccess.

Onepartial approachor preventingwormholeattacksmight be to usea secretmethodfor modulatingbits over
wirelesstransmissionspncea nodeis compromisedhowever, this approachis likely to fail unlesstheradiois kept
insidetampefresistanhardware. Anotherapproachknown asRFwatermarkingauthenticateawirelessransmission
without decodingthe data,by insteadmodulatingthe RF waveformin a way known only to authorizednodes[11].
RF watermarkingrelies on keepingsecretthe knowledgeof which RF waveform parametersre being modulated;
furthermore,if thatwaveformis exactly capturedat the receving end of the wormholeandexactly replicatedat the
transmittingend of the wormhole, the signallevel of the resultingwatermarkis independenbf the distanceit was
tunneled.As aresult,thewatermarkmay still be intact, eventhoughthe paclet wasmadeto travel beyondthe valid
wirelesstransmissiomrange.Althoughintrusiondetectioncould be usedin somecasego detecta wormholeattacler,
it is generallydif cult to isolatethe attaclerin a software-onlyapproachsincethe pacletssentby the wormholeare
identicalto the pacletssentby legitimatenodes.In contrasto theseapproachesheapproactwe presentin this paper,
calledpadetleashesis a generakbpproactanddoesnot suffer from theseproblems.

3 Assumptionsand Notation

The acrorym “MA C” may standfor Medium AccessControl protocoland MessageAuthenticationCode;to avoid
confusionwe use“MA C” in this paperto referto the network Medium AccessControl protocolatthe link layer, and
we use“HMA C” to referto a messageauthenticatiorcodeusedfor authenticatiofHMAC is a particularinstanceof
amessageauthenticatiorcode[4]).

For reasonsuchasdifferencesn wirelessinterferencetransmitpower, or antennaperation)inks betweemodes
in awirelessnetwork may at timeswork in only onedirection; sucha unidirectionalwirelesslink betweerbetween
two nodesA andB might allow A to senda pacletto B but not for B to senda pacletto A. In mary cases,
however, wirelesslinks operateas bidirectionallinks. A MAC protocolgenerallyis designedo supportoperation
over unidirectionallinks or is designedonly for bidirectionallinks; the introductionof the TIK protocol doesnot
affectthe capabilityof the MA C protocolto operateover unidirectionallinks.

Securityattackson thewirelessnetwork's physicallayerarebeyondthe scopeof this paper.Spreadspectrunmhas
beenstudiedasa mechanisnfor securingthe physicallayer againstamming[34]. Denial-of-ServicgDoS) attacks
againstMAC layer protocolsarealsobeyond the scopeof the paper;MAC layer protocolsthatdo not employ some
form of carriersensesuchaspureALOHA andSlottedALOHA [1], arelessvulnerableto DoSattacksalthoughthey
tendto usethe channelessef ciently .

We assumehatthe wirelessnetwork may drop, corrupt, duplicate,or reorderpaclets. We alsoassumehat the
MAC layercontainssomelevel of redundang to detectrandomlycorruptedpaclets; however, this mechanisnis not
designedo replacecryptographicauthenticatioomechanisms.

We assumehatnodesn theadhocnetwork mayberesourceconstrainedThus,in providing for wormholedetec-
tion, we useef cient symmetriccryptographyratherthanrelying on expensve asymmetricryptographimperations.
Especiallyon CPU-limiteddevices, symmetriccryptographicoperationgsuchasblock ciphersand hashfunctions)
arethreeto four ordersof magnitudefasterthanasymmetricryptographicmperationgsuchasdigital signatures).

We assumethat a nodecanobtainan authenticatedkey for ary othernode. Like public keys in systemsusing
asymmetriccryptographythesekeys in our protocol TIK (Section5) are public values(oncedisclosed),although
TIK usesonly symmetric(notasymmetricryptographyA traditionalapproactto this authenticate#tey distribution
problemis to build onapublickey systemfor key distribution; atrustedentity cansignpublic-key certi catesfor each



node,andthenodescanthenusetheir public-key to signnew anew (symmetric)key beingdistributedfor usein TIK.
ZhouandHaas[44] proposesucha public key infrastructureHubaux,Buttyan, and Capkunbootstragrustrelation-
shipsfrom PGP-like certi cateswithout relying on a trustedpublic key infrastructurg[17]; Kongetal. [23] propose
asymmetrianechanismgor thresholdsignaturedor certi cates. Alternatively, a trustednodecansecurelydistribute
anauthenticated IK key usingonly symmetric-ley cryptography{33] or non-cryptographi@approacheft0].

4 DetectingWormhole Attacks

In this section,we introducethe notion of a padket leashasa generalmechanisnfor detectingandthusdefending
againstwormhole attacks. A leashis ary information that is addedto a paclet designedto restrictthe paclet's
maximumallowed transmissiordistance. We distinguishbetweengeagraphical leashesandtempoal leashes A

geographicaleashensureghatthe recipientof the paclet is within a certaindistancefrom the sender A temporal
leashensureshatthe paclethasanupperboundonits lifetime, which restrictsthe maximumtravel distancesincethe
pacletcantravel at mostatthe speedf light. Eithertype of leashcanpreventthewormholeattack ,becausdt allows
therecever of apacletto detectif the paclettraveledfurtherthantheleashallows.

4.1 GeographicalLeashes

To constructa geographicaleash,in generaleachnodemustknow its own locationandall nodesmusthave loosely
synchronizedtlocks. Whensendinga paclet, the sendingnodeincludesin the paclet its own location, ps, andthe
time at which it sentthe paclet, t5; whenreceving a paclet, the recevring nodecompareghesevaluesto its own
location,p;, andthetime atwhichit recevedthepaclet, t; . If theclocksof thesendemandreceveraresynchronized
to within ,and isanupperboundonthe velocity of any node,thentherecever cancomputeanupperboundon
thedistancebetweerthe senderanditself, ds, . Speci cally, basednthetimestamps in the paclet,thelocal receive
timet,, the maximumrelative errorin locationinformation , andthelocationsof therecever p, andthe senderps,
thends; canbeboundedby dg; jips prjj+t2 (tr ts+ ) + . A regulardigital signatureschemeg.g.,
RSA[37], or otherauthenticatiortechniquecanbeusecto allow areceverto authenticatéhelocationandtimestamp
in therecevedpaclet.

In certaincircumstanceshoundingthe distancebetweerthe senderandrecever, ds;, cannotpreventwormhole
attacksjfor example whenobstaclepreventcommunicatiorbetweertwo nodeshatwould otherwisebein transmis-
sionrange,a distance-basedchemewould still allow wormholesbetweenthe senderandrecever. A network that
useslocationinformationto createa geographicaleashcancontrol eventhesekinds of wormholes.To accomplish
this, eachnodehasa radio propagatiormodel. A recever could verify thatevery possiblelocationof the sender(a

+ (tr ts+ 2) radiusaroundps) canreacheverypossibldocationof therecever(a + (t; ts+ 2) radius
aroundp ).

4.2 Temporal Leashes

To constructa temporalleash,in generalall nodesmusthave tightly synchronizectlocks, suchthat maximumdif-
ferencebetweenary two nodes'clocksis . The value of the parameter mustbe known by all nodesin the
network, andfor temporaleashesgenerallynustbeontheorderof afew microsecondsr evenhundred®f nanosec-
onds. This level of time synchronizatiorcanbe achieved now with off-the-shelfhardwarebasedon LORAN-C [28],
WWVB [29], or GPS[9, 42]; althoughsuchhardwareis not currentlya commonpartof adhocnetwork nodesjt can
be deployedin ad hoc networks todayandis expectedto becomemorewidely utilized in future systemsat reduced
expensesize,weight,andpowerconsumptionin addition,thetime synchronizatiorsignalitself in suchsystemsnay
be subjectto certainattacks[6, 12]. Esoterichardwaresuchascesium-beantlocks, rubidium clocks,andhydrogen
maserclocks could also be usedin specialapplicationstodayto provide sufciently accuratetime synchronization
for months.Although our generalrequiremenfor time synchronizations indeeda restrictionon the applicability of
temporaleashesfor applicationghatrequiredefenseagainsthewormholeattack,this requirements justi ed dueto
the seriousnesef theattackandits potentialdisruptionof theintendedfunctioningof the network.



To usetemporalleasheswhensendinga paclet, the sendingnodeincludesin the pacletthetime at which it sent
the paclet, ts; whenreceving a paclet, the receving nodecompareghis valueto the time at which it recevedthe
paclet,t,. Thereceveris ableto detectif the paclettraveledtoo far, basedn the claimedtransmissioriime andthe
speedf light. Alternatively, atemporaleashcanbeconstructedby insteadncludingin thepacletanexpirationtime,
afterwhich therecever shouldnot acceptthe paclket; basedon the allowed maximumtransmissiordistanceandthe
speedf light, the sendeisetsthis expirationtime in the pacletasanoffsetfrom thetime at whichit sendshe paclet.
As with ageographicaleash aregulardigital signatureschemeor otherauthenticatiotechniquecanbe usedto allow
areceverto authenticatatimestampor expirationtime in therecevedpaclet.

4.3 Discussion

An advantageof geographicaleashesover temporalleashess that the time synchronizationcan be muchlooser
Anotheradvantageof usinggeographicaleashesn conjunctionwith a signaturescheme(i.e., a signatureproviding

non-repudiation)js that an attacler can be caughtif it pretendsto resideat multiple locations. This useof non-
repudiationwasalso proposedy Sirois andKent[39]. Whena legitimate nodeoverhearghe attacler claimingto

be in differentlocationsthat would only be possibleif the attacler could travel at a velocity above the maximum
nodevelocity , thelegitimatenodecanusethe signediocationsto corvince otherlegitimatenodesthatthe attacler
is malicious.De ne {(t) to be aboundon the maximumrelative positionerrort whenary nodequeriesits location
twice within a period of time t. If somenodeclaimsto be at locationsp; andp, at timest; andt,, respectiely,

thatnodeis anattacler if 1Pz pljjtjz t°1(::t2 ud > A legitimatenodedetectingthis from thesetwo pacletscanalso
broadcasthe two pacletsto corvince othernodesthatthe rst nodeis indeedan attacler. Eachnodehearingthese
messagesan checkthe two signaturesyerify the discrepang in the information, and rebroadcasthe information
if it hasnot previously doneso. To easily perform duplicatesuppressiorin rebroadcastinghis information, each
nodecanmaintaina bladklist. Eachblacklistentry containsa nodeaddresandthetime at which thatblacklistentry
expires.Whena nodereceivesa messagashaving anattacler's behaior, it checksf thatattacleris alreadylistedin

its blacklist. If so,it updategheexpirationtime onits currentblacklistentryanddiscardghe new messageptherwise,
it addsa new blacklistentryandpropagatethe message.

A potentialproblemwith leasheaisinga timestampin the pacletis thatin a contention-baseMAC, the sender
may not know the precisetime at which it will senda paclet. For example,a sendemsingthe IEEE 802.11MAC
may not know thetime a paclet will be transmitteduntil approximatelyoneslottime (20 ) prior to transmission.
Generatinganinef cient digital signaturesuchasRSAwith a 1024bit key, couldtake threeordersof magnitudemore
time thanthis slot time (on the orderof 10 ms). The sendercanusetwo approache$o hide the signaturegeneration
lateng: eitherincreasehe MTU (minimumtransmissiorunit) to allow computatiorto overlapwith transmissionor
usea moreef cient signatureschemesuchasSchnorrs signaturg38], which enablesf cient signaturegeneration
afterpre-processing.

5 Temporal Leashesandthe TIK Protocol

In this section,we discusstemporalleashedn more detail and presentthe TIK protocolthatimplementstemporal
leashes.

5.1 Temporal LeashConstruction Details

We now discussemporalleasheghat areimplementedvith a paclet expirationtime. Considera sendemwho wants
to senda paclet with atemporalleash,preventingthe paclet to travel furtherthandistancel . (Recallthatall nodes
aretime synchronizedip to a maximumtime synchronizatiorerror .) Clearly L > Ly, = ¢, wherec is the
propagatiorspeedof our wirelesssignal(i.e., the speedof light in air, very closeto the speedof light in vacuum).

1By de nition, %t) 2 . In addition,whent is small, 9(t) shouldbesmall,sincethealgorithma nodeusesto determineis locationshould
be awareof physicalspeedimits of thatnode.



Whenthe sendersendsthe paclet at local time tg, it needsto setthe paclet expirationtimetote = tg + L=c
Whentherecever getsthe paclet atlocal time t; , it further processethe pacletif thetemporalleashis not expired
(i.e.,tr < te), otherwiseit dropsthe paclet. This assumeshatthe paclket sendingandreceving delayarenegligible,
suchthatthe sendercanpredictthe precisesendingtime ts andthe recever canimmediatelyrecordt, whenthe rst
bit arrives(or derivet, duringreceptionasthebandwidthis known).

Thereceverneedsawayto authenticatéhe expirationtimet,, otherwiseanattacler couldeasilychangehattime
andwormholethe paclet asfar asit desires.

In unicastcommunication(point-to-point) nodescan use messge authenticationcodesfor authentication:the
sendelS andrecever R mustshareasecrekey K , which they usein conjunctionwith amessagauthenticatiortode
function (for exampleHMAC [4]) to authenticatenessagethey exchange.To sendamessag®l to R, S sends:

S! R: hM;HMACK(M)i

wherethenotationHMACy (M ) representthe HMA C messagauthenticatiortodecomputedver messag® with
key K . Thepacletsentfrom S to R containsboththeintendednessag® andHMACk (M ). WhenR recevesthis
messageit canverify the authenticityof the messagdy comparingthe receved HMAC valueto the HMAC thatit
computedor itself overtherecevedmessagevith the secretkey K it shareswith thesendelS.

However, usingmessageauthenticatiorcodesin the standardvay hastwo major drawbacks. First, in a network
with n nodes,we would needto setup M keys, onefor eachpair of nodes.Key setupis an expensve opera-
tion, which makesthis approachimpracticalin large networks. Secondthis approactcannotef ciently authenticate
broadcaspaclets. To securea broadcaspaclet, the sendemwould needto addto the paclet a separatenessage
authenticatiorcodefor eachrecever, makingthe paclet extremelylarge (andlikely exceedingthe network's max-
imum paclet size). The needto include separatenessageuthenticatiorcodesin the paclet could be avoided by
having multiple receverssharethe samekey, but this might allow a subsebf colludingreceversto impersonatehe
sendef8].

Instead,attachinga digital signatue to eachpaclet could be usedto solwe the two problemsdiscussedibove:
eachnodeneedgo have only onepublic-privatekey pair, andeachnodeneedsto know only the public key of every
othernode;thus,only n public keys needto bedistributedin a network with n nodes.Furthermoreadigital signature
providesnon-repudiatiorandauthenticatiodor broadcaspacletsin the sameway asfor unicastpaclets.

However, digital signaturehave severaldravbacks.First, digital signaturesareusuallybasedn computationally
expensve asymmetricryptographyFor example the popularl024-bit RSA digital signaturealgorithm[37], roughly
equivalentto useof a 72-bit key in a symmetricencryptionalgorithm[25], requiresabout10 millisecondson a
800 MHz Pentiumlll processofor signaturegeneration. Signatureveri cation is more ef cient, but still requires
about0:5 millisecondson a fastworkstation.Adding a digital signatureto eachpacletis computationallyexpensve
for theveri er (receier), but overwhelminglyexpensve for the signer(sender) On lesspowerful CPUs,eachdigital
signaturegeneratiorandveri cation takeson the orderof secondg7].

Sincemary wirelessapplicationsrely heavily on broadcastommunication,and since settingup O(n?) keys
is expensve, we designthe TIK protocolin Section5.3, a new protocolfor ef cient broadcastuthenticatiorthat
simultaneouslyrovidesthe functionality of atemporaleash.

5.2 Tree-Authenticated Values

TheTIK protocolwe presentn Section5.3 requiresan ef cient mechanisnfor authenticatingeys. In this section,
we discusgheef cient hashtreeauthenticatioormechanism.

Authenticatingasequencef valuesef ciently is animportantprimitive usedin mary securityprotocols.One-way
hashchainsare predominantlyusedfor this purpose.Oneof the rst usesof one-way hashchainswasfor one-time
passverdsby Lamport[24], which Haller laterusedto designthe S/KEY one-timepassverd systen]15]. To motivate
why we usea treestructureinsteadof a one-way hashchainto authenticatealueswe brie y describehedravbacks
of aone-way chain.



randomlyselectingthe lastvalueC,, 1, andrepeatedlyapplyinga one-way hashfunctionH to derive the previous
values:Cy > = H(Cy 1), Ci = H(Ci+1). Thebeginning of the chain,Cy senesasa commitmentto the entire
chainandallows anybodyto authenticatéhe following valuesof the chain. Becauséhe functionH is one-way and
providessecondore-imagecollisionresistancéalsocalledweakcollision resistance)t is computationallyintractable
for an attacler to invert H or to nd anothervalue CiO 6 C;, givenC; andC; i, thatsatisesC; ; = H (Cio).
(Menezesyan Oorschot,and Vanstone have a more detaileddiscussionon one-way hashfunctionsor the second
pre-imagecollision resistanceroperty[26].) Therefore,if we know that one-way chainvalue C; is authentic,and
learnCi.1 with the propertythatC; = H (Cj.+1 ), we know thatvalueC;.; is authenticandthevaluethatfollows C;
onthe chain. More generally we canverify C; giventhe authenticvalueC; by checkingthatC; = Hi i (Cj), with
j > i. Valuesfrom aone-way hashchainarevery ef cient to verify if we disclosethe valuesin sequenceHowever,
for theTIK protocolwe presenin Section5.3,we would usethevaluesvery sparsely Eventhoughthe one-way hash
functionis very ef cient to compute this would still requirea substantialeri cation overhead— we thususeatree
structurefor moreef cient authenticatiorof values.

tree. (For simplicity we assumea balancedvinarytree,sow is a power of two.) We rst blind all the valueswith a
one-way hashfunctionH to preventdisclosingadditionalvalues(aswe will describebelow), sov? = H (v;). Wethen

is derivedfrom its two child nodes.Considerthe derivationof the parentnodem,, from theleft andright child nodes
m; andm,: mp = H(m, jj m;). We computethe levels of the treerecursvely from the leaf nodesto the root node.

etc.

Therootvalueof thetreeis usedto authenticatall leaf values.To authenticate valuev;, the sendediscloses,
v, andall thenodesnecessaryo verify the pathup to theroot. For example,if a sendemwantsto authenticatéey v,
in Figurel, it includesthevaluesvg; Moz1; My7 in the paclet. A recevver with an authenticroot valuemg; canthen
verify that h i
H H mopjjH[H[v2]jivg] jj may

equalgsthe storedmyy. If theveri cation is successfulthereceverknowsthatv, is authentic.



authenticatey,.

Hashtreeoptimization In TIK, thedepthof thetreecanbequitelarge: givena x edtime interval, atreeis of size
O(t=l), wheret is theamountof time betweenrekeying. For example,if thetimeintervalis 11.5 s andnodescanbe
rekeyedonceperday, thetreeis of depth34. As aresult,storingthe entiretreeis impractical.lt is possible however,
to storeonly the upperlayersof the treeandrecomputehe lower layerson demand.To reconstruct tree of depth
d requires2? ! applicationsof the PRFand2? 1 applicationsof the hashfunction, but savesa factorof 2¢ 1 in
storage.This techniquecanbe furtherimproved by amortizingthis calculation: a nodekeepstwo treesof depthd:
onethatis fully computedandcurrentlybeingused,andonethatis being lled in. Sinceatotalof 29 1+ 24 1
operationsarerequiredto Il thetree,andthefull treewill beusedfor 2¢ ! timeintervals,the nodeneedsgo perform
only 3 operationgertimeinterval, independentf thesizeof thetree.

We cannow computethetrue calculationandstoragecostfor the hashtreethatwe usein TIK. LetD bethedepth
of the entiretree,andlet d be the depthof the partthatis recomputebn demand. The initial computationof the
treerequires2® ! evaluationsof the PRF, and2® 1 evaluationsof the hashfunction. This initial computatiorcan
be doneof ine, andis nottime critical. To choosed, we considerthe valuethat minimizestotal storage.Sincetotal
storagds givenby 2P 9*1 1+ 2 (2¢ 1), storagds minimizedwhen

g 2D d+1 1+ 2d+l 2 - 0
( In2)2° ¢+ (n2)2%* = 0
2d+1 - 2D d+1

d+1 = D d+1

Theoptimalchoicefor d is %, andthetotal storagerequirements odzer 4 obyc 3 Thig representa storage
requirementfjustO( t=I). Forexampleatreeof depth34 requiresonly 2.5 megabytego store, muchsmallerthan
thefull treesizeof 170gigabytespncethetreeis generatedt canbeusedat a costof 3 operationgertimeinterval.

A similar approacttanbetakenfor thegeneratiorof future hashtrees:onceasinglehashtreeis generatediuture
hashtreescanbe generatedvhile the original oneis usedfor a costof 3 hashfunctionspertime interval plus space
of 207 €1 4 obycr o Only the root of eachnew tree needsto be distributed, andas mentionedn Section3,
thesevaluescanbe distributedusingonly symmetric-ley cryptography[33], non-cryptographi@approache§4(], or
by sendinghemusingthe currenthashtreefor authentication.

5.3 TIK Protocol Description

OurTIK protocolprovidesef cient instantauthenticatiorfor broadcastommunicatiorandtemporalleashin adhoc
networks. TIK standsor TESLAwith InstantKey disclosue, andis anextensionof the TESLA broadcastauthentica-
tion protocol[32]. We contritutethe novel obsenationthata recever canverify the TESLA securityconditionasit
recevesthe paclet (explainedbelown), which allows the sendetto disclosethe key in the samepaclet, thusthe name
TESLA with InstantKey disclosure.

TIK implementsa temporalleashandthus enableshe recever to detecta wormholeattack. TIK is basedon
efcient symmetriccryptographigrimitives(a messagauthenticatiorcodeis a symmetriccryptographigrimitive).
TIK requiresaccuratetime synchronizatiorbetweenall communicatingparties; and requireseachcommunicating
nodeto know justonepublic valuefor eachsendemnode thusenablingscalablekey distribution.

We now describethe variousstagesof the TIK protocolin detail: sendersetup,recever bootstrappingsending
andverifying authenticategaclets,a discussiorof MAC layerissuesandanevaluation.

SenderSetup Thesendeusesapseudo-randorfunction(PRF[13]) F andasecreimasteikey X to deriveaseries

accesghe keys in ary order Assumingthe PRFis secure,it is computationallyintractablefor an attacler to nd



computationallyintractablefor an attacler to derive akey K; thatthe sendetasnot yet disclosed.To constructthe
PRFfunctionF , we canuseapseudo-randorpermutatior(i.e.,ablock cipher)[14], oramessagauthenticatiortode
suchasHMAC [4].

Thesenderselectauniformly distributedpointsin time atwhich eachkey is published;t discloseskey K o attime
To, Ki attimeT;, etc. Thedisclosurgimeshave a constantdistancel gisc , SOT1 = To+ Tgisc, Or Ti = To+ i Tgisc -

Therootof theresultinghashtreeis mg., 1, or simplym. Thevaluem commitsto all keysandis usedto authenticate
ary leaf key efciently. As we describein Section5.2,in a hashtreewith log,(w) levels, veri cation only requires
log, w hashfunction computationgin the worstcase nhot consideringouffering), andthe authenticatiorinformation
consistof log, w values.

Recever Bootstrapping Weassumehatall nodeshave synchronizealockswith amaximumclocksynchronization
errorof . Wefurtherassumehateachrecevverknows everysenders hashtreerootm, andtheassociategarameters
To andTgisc - Thisinformationis sufcient for thereceverto authenticatary pacletsfrom thesender

Sendingand Verifying Authenticated Packets To achiese securebroadcastuthenticationit mustbe impossible
for arecever to forge authenticationinformationfor a paclet. Sowhenthe sendersendsa paclet P, it estimatesan

upperboundon the arrival time attherecever, t,. Basedon this arrival time, the sendempicksa key thatwill still be

secretwhentherecever getsthe paclet,e.g.,K i, whereT; > t, + . Thesendemttachesa messagauthentication
codeto thepaclet,usingkey K ;.

Becauseof thetime synchronizationthe recever canverify after paclet receptionthatthekey K ; is still secret:
sincethe sendemid not yet discloseK ;, no attacler canknow K ;, andthereforeif the pacletveri es correctlyonce
the recever recevesthe authentickey K, the paclet musthave originatedfrom the claimedsender Even another
recever could not have forgeda new messagevith a correctmessageauthenticatiorcode,asonly the sendeiknows
thekey K. After time T;, the senderthendiscloseskey K, with the correspondindree authenticatiorvalues(as
we discussin Section5.2). Oncethe recever getsthe authentickey K, it canauthenticateall pacletsthat carry
a messageauthenticationrcodewith K;. This useof delayedkey disclosureand time synchronizatiorfor secure
broadcasauthenticatiowasalsousedby the TESLA protocol[32].

The above protocolhasthe dravbackthat messagauthentications delayed;the recever hasto wait for the key
beforeit canauthenticat¢hepaclet. We obserethatwe canremovetheauthenticatiomelayin awirelesstransmission
ervironmentwherethe nodesare accuratelytime synchronized.n fact, the sendercanevendisclosethe key in the
samepacletthatcarriesthe correspondingnessagauthenticatiorcode.

Figure 2 shawvs the sendingandreceving of a TIK paclet. The gure shows the senders andrecever's time
lines,which may differ by a valueof up to the maximumtime synchronizatiorerror . Thetimetg hereis thetime
at which the senderbegins transmissiorof the paclet, andtime T; is the disclosuretime for key K;. The paclet
containghreeparts:amessagauthenticatiorcode(shovn asHMAC in Figure2), amessag@ayload(shovn asM ),
the tree authenticatiorvaluesnecessaryo authenticaték ; (shavn asT), andthe key usedto generatehe message
authenticatiortode(shavn asK ). The TIK pacletis transmittedhs:

S! R: HMACk,(M);M;T;Kiji

wherethedestinatiorR maybeunicastor broadcastAfter thereceverrecevestheH M AC, it veri es thatthesender
did notyet startsendingthe correspondindiey K i, basednthetime T; andthesynchronizedtlocks.If thesendedid
notyet startsendingK ;, thereceververi es thatthekey K attheendof the pacletis authentiqusingthe hashtree
rootm andthe hashtreevaluesT), andthenusesK; to verify theHM AC. If all theseveri cations aresuccessful,
thereceveracceptghe paclet.

TheTIK protocolalreadyprovidesprotectionagainsthe wormholeattack,sincean attacler who retransmitghe
pacletwill mostlikely delayit longenougtthatthereceverwill rejectthepacletbecaus¢hesenderlreadydisclosed
the correspondingey. However, we canalsoaddan explicit expirationtimestampto eachpaclet for the temporal
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Figure2: Timing of apacletin transmissiorusing TIK

leash,anduseTIK asthe authenticatiorprotocol. For example,eachpaclet could include a 64-bit timestampwith
nanoseconcesolution allowing over580yearsof usestartingfrom theepoch.Sincetheentirepacletis authenticated,
thetimestamgs authenticated.

A policy couldbe setallowing thereceptionof pacletsfor whichthe percevedtransmissiordelay or arrival time
minussendingtimestampjs lessthansomethreshold.Thatthresholdcould be choseranywherebetween and

+ , wherethe moreconsenrative approactof never allows tunnelsbut rejectssomevalid paclets,andthe
moreliberal approachof +  never rejectsvalid paclets, but may allow tunnelingof up to 2c  pastthe actual
transmissiomange.

With a GPS-disciplinedtlock [42], time synchronizatiorto within = 183 nswith probabilityl 10 1. If a
transmittethasa 250 meterrange the thresholdacceptsll pacletssentlessthan140metersandsomepaclets
sentbetweerl40and250metersthe + thresholdacceptall pacletssentiessthan250metersbut allowstunneling
of pacletsup to 110 metersheyondthat.

MAC Layer Issues A TDMA MAC may beableto choosethe framestarttime sothatthe messageauthentication
codeissentbytimeT; L 2 .Inthiscasetheminimumpayloadengthis £+ 2 timesthebit rate.For additional
ef ciency, thenodesshouldhave differentkey disclosurdimes,andthe MAC layershouldprovide eachnodewith the
MAC level time slotit needdor authenticatedelivery.

As mentionedn Section5.3, CSMA MACs may not be ableto controlwhena pacletis sentrelative to the key
disclosuretimes.In this casethe minimum paclet sizeneedgo be chosersothata key disclosurgime is guaranteed
to exist somavhereinsidethe paclet. For example,if thephysicallayeris capableof a peakdatarateof 100Mbpsand
arangeof 150 metersthekey disclosuretiime is choserto be 25 s, andtime synchronizations achiezedto within
250ns thenthe minimum paclet sizemustbe at least325 bytes. However, if eachvaluein the hashtreeis 80 bits
long, andthe depthof thetreeis 31, thenthe minimum pacletsizeis just 15 bytes.

If a MAC protocolusesan Request-to-Send/Cletn-Send(RTS/CTS)handshak, the minimum paclet sizecan
bereduceddy carryingthe messagauthenticatiorcodeinsidethe RTS frame:

Al B: MRTSHMACK,(M)i
B! A: hCTS
A! B : IDATA;M;treevaluesKii
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In particular insteadof having aminimumpayloadiengthof ¢ + 2+ | timesthedatarate,wherel is theduration
of atimeinterval, theminimumpayloadlengthisjust2 + | 2ty timesthedatarate,wheret, is theminimum
allowedtime betweerreceving a controlframeandreturninga correspondindgrame. This minimum payloadlength
includesthelengthof the CTS,DATA headerdata,andtreevalues.

TIK Evaluation To evaluatethe suitability of a protocolfor usein ad hoc networks, we measuredomputational
powerandmemorycurrentlyavailablein mobile devices. To measureéhe numberof repeatechasheghatcanbe per
formedpersecondye optimizedthe MD5 codefrom I1SI [41] to achieve maximumperformancdor repeatedhashing.
Our optimizedversionperforms10 million hashfunction evaluationsin 7.544secondn a Pentiumlll runningat
1 GHz, representinga rate of 1.3 million hasheger second;the samenumberof hashsusing this implementation
on a CompadgPaq3870PoclketPCrunningLinux took 45 secondstepresenting rateof 222,000hashegpersecond.
Repetitve, simple functionslike hashesan alsobe ef ciently implementedn hardware; Helion Technology[16]
claimsa 20k gateASIC coredesign(a third the complexity of Bluetooth[3] andlessthana third the complexity of
IEEE 802.11[21]) capableof morethan1.9 million hashegpersecondanda Xilinx FPGAdesignusing1650LUTs
capableof 1 million hashegersecond.In termsof memoryconsumptiongxisting handhelddevices, suchasthe
iPaq3870,comeequippedwith 32 MB of Flashand64 MB of RAM. Modernnotebookscangenerallybe equipped
with hundredof megabytesof RAM.

A high-endwirelessLAN suchasthe Proxim Harmory 802.118[35] hasrangepotentiallyasfar as250 meters
anddatarateashigh as108 Mbps. With time synchronizatiorprovided by a Trimble ThunderboltGPS-Disciplined
Clock [42], the synchronizatiorerror canbe aslow as 183 nswith probability1 10 0. If authentickeys arere-
establisheavery day, with a 20 byte minimum paclet sizeandan 80-bit messagauthenticatiortodelength,thetree
hasdepth33, giving a minimumframelengthof 350bytes,or 25:9 s, andatimeinterval of 24:7 s. Assumingthat
the nodegeneratesiew treesfor redistritution while it is usingits old trees,it requires8 megabytesof storageand
needgo performfewerthan243,0000perationgersecondo maintainandgeneratdrees.To authenticate receved
paclet, a nodeneedsperformonly 33 hashfunctions. To keepup with link-speed,a nodeneedsto verify a paclket
every 25:9 s, thusrequiringl1,273,00thashegersecondfor atotal computationatequirementf 1,516,00thashes
persecond.This canbe achiezedtodayin hardware,eitherby placingtwo MD5 units on a single FPGA, or with an
ASIC. High-endlaptopstodaysportl.2 GHz Pentiumlll CPUs which shouldalsobeableto perform1.5million hash
operationgersecond.

CurrentcommoditywirelessLAN productssuchascommonlyusedd02.11bcardg2] provide 11 Mbpsat250me-
ters. Given the sametime synchronizationyekeying interval, minimum paclet size, and messageauthentication
codelength, the tree hasdepth 30, giving a minimum framelength of 320 bytes,or 232 s, anda time interval of
2315 s Assumingthatthe nodegeneratesien treesfor redistritution while it is usingits old trees,it requiregjust
2.6 megabytesof storageandneedgo performjust 26,5000perationger second.To authenticate receved paclet,
anodeneedgerformonly 30 hashfunctions.Sinceary IP pacletauthenticatedising TIK would take atleast232 s
to transmit, TIK canauthenticatg@acletsat link-speedusingjust 13,000hashegersecondfor atotal of 39,500hash
functionspersecondwhichis well within the capabilityof aniPaq, with 82:2% of its CPUtimeto spare.

In asensonetwork suchasHollar etal'sweCmote[20, 43], nodesmayonly beableto achiezetime synchroniza-
tion accurateo 1 secondhave a19:6 kbpslink speedand20 meterrange.In this casethesmallespacletthatcanbe
authenticateds 4900bytes;sincetheweCmotedoesnot have sufcient memoryto storethis paclet, TIK is unusable
in sucharesource-scarcgystem.Furthermorethelevel of time synchronizationn this systemis suchthat TIK could
not provide a usablewormholedetectionsystem.

6 Analysis

6.1 Security Analysis

Packet leashegprovide away for a sendermanda recever to ensurehata wormholeattacler is not causingthe signal
to propagatdartherthanthe speci ed radius. Whengeographideashesareused,nodesalsodetecttunnelingacross
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obstacleotherwiseimpenatrableby radio, suchas mountains.As with othercryptographicprimitives,a malicious
recever canrefuseto checktheleash justlike a maliciousrecever canrefuseto checktheauthenticatioron apaclet.
This mayallow anattaclerto tunnela packetto anotherattacler without detection.

A malicioussendeicanclaim a falsetimestampor location,causinga legitimaterecever to have mistalenbeliefs
aboutwhetheror notthepacletwastunneled Whengeographideashesreusedn conjunctionwith digital signatures,
nodesmay be ableto detecta maliciousnodeandspreadhatinformationto othernodes(Section4.3). However, this
attackis equialentto themalicioussendeisharingits keys with thewormholeattacler, andallowing the sendingside
of the wormholeplaceappropriateimestampsr locationinformationon ary paclketssentby the malicioussender
andtunneledby thewormholeattacler.

6.2 Comparison BetweenGeographicand Temporal Leashes

Temporalleasheshave the advantageof beinghighly ef cient, especiallywhenusedwith TIK, asdescribedn Sec-
tion 5. Geographideashespntheotherhand,requirea moregenerabroadcasauthenticatioomechanismwhich may
resultin increasec¢omputationahndnetwork overhead Locationinformationalsomayrequiremorebitsto represent,
furtherincreasinghe network overhead.

Geographideashedave the advantagethatthey canbe usedin conjunctionwith aradio propagatiormodel,thus
allowing themto detecttunnelsthroughobstacles. Furthermore geographideashesdo not requirethe tight time
synchronizatiorthat temporalleashesequire. In particular temporalleashesannotbe usedif the maximumrange
is lessthanc , wherec is the speedof light and  is maximumend-to-endime synchronizatiorerror; geographic
leasheganbeuseduntil themaximumrangeis lessthan2 , where is themaximumspeecf arny node.

To evaluatethe practicalityof geographideashesywe considera radio of range300 metersmaximumvelocity of
50 metersper secondwith a relative positioningerror of 3 meters,andtime synchronizatiorerror of 1 millisecond.
Thent, ts 2ms,sincethepropagatiortimeis atmostl millisecondandthetime synchronizatiorerroris at most
1 millisecond.Thends;  jjps prjj + 100m/s 2ms+ 3m= jjps prjj + 3:2m. Sincejjps prjj couldbeas
muchas3 metersthe effective rangeof the network interfaceis reducecby at most6:2 meters.

To compareheeffectivenes®f geographideashesndtemporaleashesywe compareahe measuredistanceausing
bothapproachesds,  jjps prjj+2 (tr ts+ ) + forgeographideashesanddy, c¢ (t; ts+ ) for
temporalleashes.We usedm% to denotethe maximumpropagatiortime. Thenthe maximumerroris boundedby

+2 (dm%+ 2) + =2 +4 +2 dm% for geographideashesandby 2c  for temporalleashesGeographic
leashesrethenmoreeffectivewhen < c 2 dm% In general, is muchsmallerthanc. Givensufcient
computingpower and network bandwidth,geographideasheshouldbe usedwhen < ¢ , andtemporalleashes
shouldbeusedwhen c

7 RelatedWork

RadioFrequenyg (RF) watermarkings anotherpossibleapproacho providing the securitydescribedn this paper.
Sincewe areaware of no publishedspeci ¢ details,it is dif cult to assesds security If theradio hardwareis kept
secretsuchasthroughtamperresistaninodules somelevel of securitycanbe providedagainsicompromisedodes;
however, if theradiobandin which communicationgretaking placeis known, thenan attacler canattemptto tunnel
theentiresignalfrom onelocationto another

It may be possibleto modify existing intrusion detectionapproacheso detecta wormholeattacler; sincethe
pacletssentby thewormholeareidenticalto the pacletssentby legitimatenodessuchdetectiorwould moreeasily
be achieved jointly with hardware ableto specify somesort of directionality informationfor recevved paclets. To
the bestof our knowledge,no work hasbeenpublishedregardingthe possibility of usingintrusiondetectionsystems
speci cally to detectwormholeattaclers.

TESLA generallychoosedongertime intenalsthanTIK to reducethe amountof computatiomeededo authen-
ticatea new key. As aresult, TESLA is capableof functioningwith muchloosertime synchronizatiorthan TIK
requires.Givenasufcient level of time synchronizationTIK providesanadvantageover hop-by-hopauthentication
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with TESLA, with respecto lateny andpaclet overheadput it sufferswith respecto byte overhead.In particular
sinceTIK key disclosurealwaysoccursin the samepaclet asthe dataprotected pacletscanbe veri ed instantly
whereaswith TESLA, paclketsmustwait, on averagel.5time intervals, which is especiallysigni cant whenpaclets
areauthenticatedhop-by-hopin a multi-hopadhocnetwork routing protocol.

ThelEEE 802.11iTaskGroupis designingmodi cationsto IEEE 802.11[18] to improve security Thesemodi -
cationsgenerallyusea singlesharedkey, or, whenmultiple keys areused the keys areusedbetweermultiple clients
anda single basestation. Sincebasestationsarenot presenin ad hoc networks, andsincea singleshareckey does
notpreventary attackdaunchedrom a compromisedhode theseproposalgio notsufciently addressauthentication
for ad hoc network routing. Furthermorenoneof the currentproposalswvithin IEEE 802.11iaddresghe wormhole
attack.

OtherMedium AccessControl protocolsspecify privacy and authenticitymechanisms.Thesemechanismsyp-
ically useoneor moresharedkeys, allowing compromisechodesto forge paclets. Furthermoreto the bestof our
knowledge,noneof thesemechanismgrotectagainstvormholeattacks.

8 Conclusions

In this paper,we introducethe wormholeattackandintroducepaclet leashego defendagainsthe wormholeattack.
We shav that the wormhole attack can have devastatingconsequence® mary proposedad hoc network routing
protocols.We presengeographi@andtemporalleashedo restrictthe maximumtransmissiordistanceof a paclet. To
implementtemporalleasheswe designa novel ef cient protocolcalledTIK, which providesinstantauthenticatiorof
receved paclets. TIK requiresjust n public keys in a network with n nodes,andhasrelatively modeststorage per
paclet,andcomputatioroverheadsln particular anodeneedonly performbetweer8 and6 hashfunctionevaluations
pertime interval to maintainup-to-datekey informationfor itself, androughly 30 hashfunctionsfor eachreceved
paclet. With commaoditytechnologysuchas11 Mbpswirelesdinks, TIK hascomputationahndmemoryrequirements
thatareeasilysatis abletoday; 2.6 megabytesfor treestoragerepresentsfor example,lessthan3% of the standard
memoryon anCompadgPaq3870with no externalmemorycards andsincethe StrongARMontheiPagqis capableof
performing222,000symmetriccryptographicperationgpersecond,TIK imposeso morethana 18%loadon CPU
time, evenwhen ooded with paclets,andoftenlessthanthatin normaloperation.

Whenusedn conjunctionwith precisg¢imestampsndveryaccuratd¢ime synchronizationTIK canpreventworm-
hole attacksthat causethe signalto travel a distancelongerthanthe nominalrangeof the radio, or ary otherrange
that might be speci ed. Sufciently tight time synchronizatiorcanbe achiesedin a wirelessLAN usingcommer
cial GPSrecevers[42], andwirelessMAN technologycould be sufciently time-synchronizedisingeitherGPSor
LORAN-C [28] radiosignals.

A MAC usingTIK efciently protectsagainstreplay spoo ng, andwormholeattacks,andensurestrongfresh-
ness. TIK is implementablevith currenttechnologiesanddoesnot requiresigni cant additionalprocessingat the
MAC layer, sincetheauthenticatiorof eachpaclet canbe performedatthehostCPU.

Our geographideashesrelessef cient, sincethey requirebroadcastuthenticationbut they canbe usedin net-
workswhereprecisetime synchronizatioris not easilyachiezable. The dominantfactorin the usability of geographic
leashess theability to accuratelyneasurdocation;becaus@modemaovements very slow relative to thespeedf light,
the effectsof reducedime synchronizatioraccurag areslight.
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