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Abstract

With most routing protocols for ad hoc networks,shorter
paths are generally considered more desirable, making
some areasof network more prone to congestion and de-
creasing overall network throughput. In this paper, we
examine the use of congestioninformation to avoid these
networkhotspots. By locally monitoring the network inter-
facetransmission queuelength and MAC layer behavior at
each node, a node can establish an approximation of the
degreeto which thewirelessmedium around it is busy; this
measurement re�ects not only the behavior of the node it-
self, but also thebehavior of other nearby nodessharing the
wirelessmedium. Wesuggesta numberof usesof such con-
gestioninformation in an ad hoc network, in the network,
transport, and higher layers, and we evaluate a setof such
usesthrough simulation. Our results basedon modi� ca-
tions to the Dynamic Source Routing protocol (DSR) and
TCPdemonstrate substantial performanceimprovementin
termsof scalabili ty, packet delivery, overhead, and fairness
resulting fromthis useof congestion information.

1. Intr oduction

In a multihop wirelessadhocnetwork, mobile nodescoop-
erateto form anetwork without theuseof any infrastructure
such asaccess points or base stations. The mobile nodes,
instead,forward packetsfor eachother, allowing nodesbe-
yond direct wireless transmission range of each other to
communicate. The mobility of the nodesand the funda-
mentall y limited capacityof the wirelessmedium, together
with wirelesstransmission effectssuchasattenuation, mul-
tipathpropagation,andinterference,combine to createsig-
ni�can t challenges for network protocols operating in an
ad hocnetwork.

In mostad hoc networks,someareasof thenetwork have
higher packet forwarding loads thanother areas.For exam-
ple, in a network where thenodesareuniformly distributed
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in space,the nodesnear thecenterof the network will tend
to carry a higher load when the network routing protocol
prefersshortest-path routes;this preference canmake cer-
tain areasprone to congestion andcandecreasethe over-
all network throughput. Although someQuality-of-Service
routing protocols have beenproposedthat canoften route
around areasof congestion, these protocols aremore com-
plex thantraditional routing protocols. In addition, many of
theseprotocols only �nd routesfor � ows requiring speci� c
QoS parameters.In this paper, we designsomelightweight
mechanismsfor detecting network congestionand for ex-
ploiting this information to improve protocol performance
and behavior for all typesof traf�c at the network, trans-
port, and higher protocol layers.

The parameters for measuring local network conges-
tion around a node dependlargely on the MAC layer, and
many different wirelessMAC layers, basedon methods
such as random access, TDMA, and polling, have been
proposed and implemented. In this paper, we focus on
the IEEE 802.11DistributedCoordination Function (DCF)
MAC protocol [12], sinceit has been adopted as a wire-
lessLAN standard and is widely usedin both traditional
wireless systemsand in multihop ad hoc networking re-
search. Our techniquesusingMAC layer utilization infor-
mationcould alsobeappliedeasilywith similar randomac-
cess colli sion avoidance wireless MAC protocols such as
MACA [20] andMACAW [2], andcould be adopted with
othertypesof MAC protocols aswell.

The speci�c network and transport layer protocols we
use in this paper are the Dynamic Source Routing proto-
col (DSR) [16–18] and the TCP transport protocol [24].
We make useof wirelessmedium congestioninformation
to improve routing decisions in two areas:�rst, we modify
DSR's Route Discovery to prevent the discovery of routes
over which it is undesirable to carry additional traf� c since
the wirelessmedium over thosehopsis alreadyquite busy,
and second, we use this congestioninformation to control
the use of certain routing protocol optimizations in DSR
such aspacket salvaging. Finally, we alsouse our conges-
tion informationat eachnode to in�u ence the setting of the
Explicit CongestionNoti� cation (ECN) bits [25] in the IP
header of packetscarried through portions of the network
where the wireless medium is particularly busy; this use



of ECN allows higher layer protocols such as TCP to also
makeuseof this congestioninformation.

In Section 2 of thispaper, wede� neour measurement of
congestionat a node,andwe suggesta number of usesof
this informationin thenetwork, transport, andhigher layer
protocols within the ad hoc network. Section 3 provides
an overview of the operation of the DSR protocol, which
we use in our evaluation of exploiting congestioninforma-
tion in routing and higher layers. In Section 4, we de�ne
the example modi�cations to DSR and TCP that we sim-
ulatedin order to quantify the effectivenessof these tech-
niques. Section 5 describes the methodology of our sim-
ulation evaluation, and Section 6 presents our simulation
results.Finall y, in Section 7, we presentconclusions.

2. Congestion Inf ormation
In this section, we describe in detail one method for ob-
taining wirelesscongestion information each node. We
also discussa range of general possibleusesof conges-
tion estimatesin routing and higher layer protocols within
a node; Section 4 laterdescribesthreespeci�c uses of such
measurements within the context of the Dynamic Source
Routing protocol (DSR) and TCP, andSection 5, evaluates
thesethreetechniques in detail throughsimulation.

2.1. Measuring Congestion

We usetwo metrics to measure the level of congestionat
a node. The �r st metric is the average MAC layer utiliza-
tion level at a node, which indicatesthe degree to which
the wireless medium around that node is busy or idle. We
de�ne theaverageMAC layer utilization asmeasured by a
nodeto bethefraction of timeduring which thatnodeeither
(1) hasone or more packets to transmit in its transmission
queuefor thatnetwork interface, or (2) if that node hadat-
tempted to transmit, it would not have been able to do so
then, according to therulesof theMAC layer at that node.
Since the instantaneous MAC layer utilization at a node is
either 0 or 1, we average this valueover a period (10 sec-
onds, in our simulations) to obtainan indication of theuse
of thewirelessmedium around that node.

The intuition behind this de�nitio n of MAC layer uti-
lization is thatthe instantaneousvalue of this metric should
be 0 only when the wireless medium around the node is
availablefor thenodeto begin transmissionof anew packet
not already in that node's network interfacetransmission
queue. Measuring this value requires the node to moni-
tor the stateof its own MAC layer. Although many cur-
rentwirelessnetwork interface productssuchascommonly
availableIEEE 802.11 wirelessLAN cards do not provide
aMAC layer interfaceto support thismonitoring by theop-
eratingsystemsoftware in thenode, it is supportedby some
interfacessuch asthe DARPA GloMo Radio API [1], and
additional futurewirelessproductsmay providesuchanin-
terfaceif it is provenuseful.

As anexample of measuring MAC layer utili zation, we
simulate it in this paper basedon a detailedmodel of the
IEEE802.11DCFMAC protocol [12]. Weconsider instan-
taneousMAC layerutilization level at anodeto be1 at any
time that the MAC layer at that node either detectsphysi-
cal carrier to be present or is deferring due to virtual car-
rier sensing, interframe spacing, or backoff. Instantaneous
MAC layer utilization at thenode is also 1 at any time that
the node hasat least one packet in the transmission queue
for its wirelessnetwork interface.

The other metric we useis the instantaneous transmis-
sionqueue length. In certain cases, a nodemay not be ex-
periencing much MAC layer congestion, but insteadmay
have many packets backlogged. If thatnodeis thenchosen
to forward otherpackets,it will increasepacket latency, and
may even drop packetsdue to a limit on thequeuelength.
In our simulation, we usea combinationof theMAC layer
utili zationandinstantaneousqueue length metricsto deter-
mine the congestionlevel at each node.

2.2. Useswithin the Network Layer

Within the network layer, one useof congestion measure-
mentsis to allow the routing protocol to attempt to affect
the routeschosen,suchasto avoid choosingroutes through
congestedportions of the network. Routing protocols for
ad hoc networks can be grouped into two types: proac-
tive (or periodic) protocols, and reactive (or on-demand)
protocols. In a proactive routing protocol, nodesexchange
routing information with eachother(e.g., periodically) such
that each node attempts to always know a current route to
all possible destinations(e.g., [19, 22]). In contract,nodes
using a reactive routing protocol do not exchange routing
information until necessary, and insteadattempt to discover
all routeson-demand by an activesearchwithin thenetwork
(e.g., [17, 23]). Hybrid routing protocolsthatcombinethese
two approachesarealso possible (e.g., [10]).

In a proactive routing protocol, nodes can affect the
routeschosenby the protocol by using the congestion in-
formationto alter themetric for certainrouting table entries
that it exchangeswith other nodes. For example, in a dis-
tancevector routing protocol, thenodecould includeanex-
pressionof its congestionlevel in eachof its own routing
advertisements; neighbor nodes receiving such advertise-
mentscould usethis value to treat the link from this node
ashaving a metric that is a function of the advertised con-
gestion level, ratherthanasis common, treating eachsuch
link ashaving a metric of 1. For a link state routing proto-
col, a node could use its local measurement of congestion
level similarly to increase the metric that it includes for its
neighboring links in its own routing updatesto othernodes.

In areactiverouting protocol, nodescanaffect theroutes
chosenby the protocol through changes in the operation
of the dynamic route discovery process. We describe this
approachin the context of DSRin Section4.1. In a hybrid



routing protocol, a node may naturally usea combination
of mechanismsusingcongestion level measurements,based
on eithertheproactiveor reactiveportionsof thehybrid pro-
tocol, to affecttherouteschosen.

Anotheruseof congestionlevelmeasurementswithin the
routing protocol atanodeis to modify in general thebehav-
ior of therouting protocol itself, based onthe level to which
thewirelessmedium around thenodeis busy. For example,
depending on the congestionmeasuredby a node,optional
featuresor optimizationswithin therouting protocol canbe
enabled or disabled, if their effectivenessmight depend on
whetheror not thewirelessmedium around thenode is par-
ticularly busy. We describe a speci�c exampleof this type
of optimizationin Section4.2 in thecontext of DSR.

Another example of such protocol modi� cation would
be an adaptive distancevector routing protocol, in which
a node modi�es the periodic transmission of its own rout-
ing advertisement packets. If thewirelessmedium around
the node is particularly busy, the node could reducethefre-
quency of its own advertisements, and could reduce the
number of routing table entries included in eachadver-
tisement to include only the most important or most re-
cently changed entries. The ADV ad hoc network routing
protocol [3] performs similar adaptive optimizations, but
the adaptation in ADV is based on “trigger meter” values
thatusenetwork layerinformation, not information adapted
from both theMAC and routing layersaswe proposehere.

As a �na l example in this section, the AODV routing
protocol [23] could be modi�ed such that a node doesnot
attempt localrouterepair whenthewirelessmedium around
thenode is particularly congested. If anodeattemptsand is
successfulat local repair, thenthe route to thatdestination
will continue to passthrough that node. If instead, in such
cases, the nodesimply treatedthelink asbrokenasnormal,
thenew routediscoveredfor that destinationcould bemade
to route around that area of the network, whencombined
with modi�cations to Route Discovery similar to those we
de�ne in Section 4.1.

2.3. Useswithin the Transport Layer

Within the transport layer, a number of different uses
of congestionlevel measurements at a node are possible.
Section 4.3 describesoneapproachin detail for TCP, based
on settingthe Explicit Congestion Noti� cation (ECN) bits
in apacket's IP header [25]; this same approach would also
be applicable for any other transport layer that supported
useof theECN bits [7]. Below we suggest some otherpos-
sible useswithin thetransport layerfor congestionmeasure-
ments.

Beyond settingECN bits to improve TCPperformance,
it may be possible to use information about thecongestion
levelsatnodesalong amultihop adhocnetwork routeto al-
low TCPto gainadditional informationabout network con-
ditions. Such information about the degree to which the

wireless medium around nodes is busy might enable TCP
to reactbetterby helping to differentiateconditionsof wire-
lesspacket loss, congestionpacket loss, or simple wireless
medium contention-basedpacket delay.

As a �n al exampleof useat thetransport layer, theIETF
ReliableMulticastTransport (RMT) Working Group, in at-
tempting to standardizereliablemulticastfor theInternet,is
considering solutionsbasedonnegativeacknowledgements
and on positive acknowledgements [14]. Eachof theseap-
proachesrepresentsa tradeoff of factors such asoverhead
and latency; with additional informationsuchascongestion
level measurements,it might be possibleto adaptively bal-
ancebetweenthese two approaches.

2.4. Useswithin Other Higher Layer Protocols

Above thetransport layer, information on thecongestion at
a node or along a path, as suggested in Section2.3, can
be usedto adapt some traditional functions of of the pre-
sentation layer, suchasdatacompression. If the congestion
level indicatesthatthewirelessmedium is particularly busy,
a sending node could decideto compress the data before
transmission.Suchuse of compression represents a trade-
off betweenthebandwidth usedfor transmissionversus the
CPU time consumed for compression and decompression
and thelatency in time takenfor these functions. Based on
the measuredcongestion level, a sending node could more
productively make such tradeoff decisions.

If an application programming interface (API) is avail-
able to passthe congestion information to user-level pro-
grams, thesemeasurementscould also,for example,beused
to aid middleware application adaptation systemssuch as
Odyssey [21] andPuppeteer [6].

3. Overview of theDSRProtocol
This sectionprovidesan overview of the Dynamic Source
Routing protocol (DSR)[16–18], which weuse in our eval-
uationof exploiting congestioninformation. DSRis one of
a number of routing protocols proposedwithin the Mobile
Ad HocNetworks(MANET)Working Group of theInternet
Engineering TaskForce (IETF) [13]. We useDSR in our
study, since the protocol hasbeen shown to perform well
in earliersimulation studies [5, 15]; DSRis an on-demand
(or reactive) adhoc network routing protocol. As suggested
in Section2.2, similar techniques using congestioninfor-
mation could be applied to other ad hoc network routing
protocols.

The operation of DSR is based on source routing, in
that thesenderof adatapacketdeterminesthecompletese-
quenceof hops to beused asthe route for that packet to its
destination. In the basicversion of DSR, the source route
for a packet is represented in the header of the packet, al-
though a enhancementto DSRuses implicit sourcerouting
to avoid this overheadin the headerof eachpacket [11].
Instead,after the �r st packet containing a full source route



hasbeensent along theroute to thedestination, subsequent
packetsneedonly containa �o w identi�er to represent the
route, and nodesalong the route maintain �o w stateto re-
member the next hop to be usedalong this route based on
the addressof the sender and the � ow identi�er; one �o w
identi�er candesignatethedefault �o w for this source and
destination, in whichcaseeven the�o w identi�er is not rep-
resentedin a packet.

DSR divides the routing problem in two parts: Route
Discovery and Route Maintenance, both of which operate
entirely on-demand. In Route Discovery, a node actively
searches through thenetwork to � nd a route to anintended
destination node.While usingarouteto sendpacketsto the
destination, RouteMaintenanceis the processby which the
sending node determinesif theroute hasbroken, for exam-
ple because two nodesalong the routehave moved out of
wirelesstransmissionrange of each other.

A nodethathasapacket to send to adestinationsearches
its RouteCachefor a routeto that destination. If no cached
route is found, the sending node initiates Route Discovery
by broadcasting a ROUTE REQUEST packet containing the
destination node address(known asthetarget of the Route
Discovery), a list (initially empty) of nodes traversedby
this REQUEST, and a request identi�er from this source
node. Therequestidenti�er , theaddressof thissourcenode
(known astheinitiator of theRouteDiscovery), andthetar-
getaddresstogetheruniquely identify thisRouteDiscovery.

A nodereceiving a ROUTE REQUEST checks to seeif it
haspreviously forwarded a REQUEST from this Discovery
by examining theIP SourceAddress,targetaddress, andre-
quest identi�er, If it hasrecently seen this identi�er , or if
its own addressis alreadypresent in thelist in REQUEST of
nodestraversedby this REQUEST, the node silently drops
thepacket. Otherwise,it appends its addressto thenode list
and forwards theREQUEST. Whena REQUEST reachesthe
target nodeor a node with a route to the target in its Route
Cache, this nodereturnsa ROUTE REPLY to theinitiator of
the ROUTE REQUEST. The REPLY containsa copy of the
node list from the REQUEST, and canbe delivered to the
initiator node by reversing the node list, by usinga route
back to the initiator from its own RouteCache, or “piggy-
backing” the REPLY on a new ROUTE REQUEST targeting
the original initiator. Whenthe initiator of the request re-
ceivesthe ROUTE REPLY, it adds thenewly acquired route
to its RouteCachefor future use.

In Route Maintenance, a node forwarding a packet for
a source attempts to verify that the packet successfully
reached the next hop in the route. A node can make this
con� rmation usinga link-layer acknowledgement (such as
is provided in IEEE 802.11 [12]), a passive acknowledge-
ment [19], or by means of a network-layer acknowledge-
ment. A packet is possibly retransmitted if it is sentover
an unreliable MAC, although it should not beretransmitted
if retransmissionhasalready been attempted at the MAC

layer. If a packet is not acknowledged, the forwarding
node assumesthat the next-hop destination is unreachable
over this link, andsends a ROUTE ERROR to the sourceof
the packet, indicating the broken link. A node receiving a
ROUTE ERROR removesthatlink from its Route Cache.

A number of optimizations to the basic DSR protocol
have beenproposed[18]. In this paper, we describe only
those optimizations that are affected by the changes we
make to theprotocol. One exampleof suchanoptimization
is packet salvaging. When a nodeforwarding a packet fails
to receive acknowledgement from the next-hop destination,
asdescribedabove,in addition to sending aROUTE ERROR

back to the source of the packet, the node may attempt to
use analternaterouteto the destination, if it knows of one.
Speci�cally, the node searchesits RouteCache for a route
to the destination; if it �n dsone,thenit salvagesthe packet
by replacingtheexisting sourceroutefor thepacketwith the
new route from its RouteCache. To prevent thepossibility
of in�nite looping of a packet, eachsource route includes
a salvage count, indicating how many timesthe packet has
beensalvagedin this way. Packetswith salvagecount larger
thansomepredetermined valuecannot besalvaged again.

4. Evaluation within DSR and TCP
This section describesthe speci�c usesof congestion mea-
surements that we examined to illustrate the effectiveness
of reacting to congestioninformation within DSRand TCP
in an ad hoc network. We modi�ed the protocol behavior
basedon a combinationof two metrics,the measuredlevel
of MAC layer utilization at a node and the networkinter-
face transmission queue length at that node; the interface
queue length is the number of packetswaiting buffered at
that node for transmissionover its wirelessnetwork inter-
face. The �rst of thesemetrics provides the node with a
view of thecurrentcondition of thesharedwirelessmedium
aroundthenode;thesecondindicatesapredictionof the fu-
ture loadthat this nodewill place on the wireless medium.
Weinvokedeachprotocol optimizationwheneitherof these
levelsexceededthe threshold chosenfor thatparticular op-
timization.

4.1. Modi� cations to DSR Route Discovery

In Route Discovery in DSR, a node performs a con-
trolled� oodof thenetwork with ROUTE REQUEST packets,
searching for a route to the target destination node. When
one of the ROUTE REQUEST packets from this Route
Discovery reachesthe destination nodeor reachesanother
node with a route to the destination cached, this node re-
turnsa ROUTE REPLY packet to theoriginator of theRoute
Discovery.

Allowing this �oo d of ROUTE REQUEST packets from
a Route Discovery to traversean area of the network in
which thewirelessmedium is already particularly busy cre-
atesseveral risks. First, the additional broadcastpackets



from the Route Discovery �ood further increasesthe use
of the wirelessmedium in those areas. Second, the route
discovered by a Route Discovery is the sequence of hops
through which the ROUTE REQUEST packet wasforwarded
that generatedthe ROUTE REPLY in response, and thus,
any route discovered by forwarding a ROUTE REQUEST

through an area of the network in which the wireless
medium is already particularly busy can only result in a
discovered route through this same area; such routes are
less desirable than otherroutes.Finally, the additional traf-
�c resulting from a new �o w of datapacketsusinga route
through suchanareacancausethewirelessmedium in this
areato beusedevenmore heavily, possibly leading to per-
formancedegradationfor all users.

To alleviate theseproblems, we explored the effect of
modify ing DSR so that nodesdo not processor forward a
ROUTE REQUEST packet if the node determines that the
wirelessmedium around itself is too busy; however, if the
node is the target of the ROUTE REQUEST, it processesit
and returnsa ROUTE REPLY asusual.

This optimization is simple to implement, although in
this form, it hastwo limitations. First, it maycausea node
to be unableto discover a route to some destination, even
whena route actually exists, if the only existing routesgo
through busyareasof thenetwork. Second, by forcing the
Route Discovery to route around busy areas,it may cause
a nodeto discover a route that is longer thantheminimum
number of hops that could have beendiscovered; in saving
overheadwithin busy areasof the network, this optimiza-
tion may create additional overheadtotaled acrossotherar-
easof thenetwork.

A modi�cation to this optimization that could be made
to address these limitations, is to add a � agto eachROUTE

REQUEST, indicating whetheror not to usethis optimiza-
tion. A nodethathasapacket to send to adestination would
�r st check its Route Cache, and if it did not have a route,
would initiate a Route Discovery with the �ag off; that is,
such that nodesin busy areas would not forward ROUTE

REQUEST packetsfrom thatRouteDiscovery. If thesource
nodedoesnot receiveaROUTE REPLY fromthatDiscovery,
it would initiateanotherDiscovery, thistimeturning the�ag
on, allowing all nodesto forward REQUESTS belonging to
this Discovery. This modi�cation is somewhat similar to
an expanding ring search,although thesearchhereexpands
into busyareasratherthansimply into areasatagreaterhop
count from thesource. In our simulation, wedid not imple-
ment this modi�cation to theRouteDiscovery optimization,
sincetheperformanceof ordinary Discovery wassuf�cien t.

4.2. Modi�cat ions to DSR Packet Salvaging

In DSR, packet salvaging is a mechanismused by an in-
termediatenodeto avoid dropping a packet whenit detects
that the next hop for the packet along its original route is
broken. The intermediatenodeopportunistically checksits

own Route Cache for a route to the packet's destination,
contributing its own cacheinformationto enhancetheprob-
ability of successful deliveryof thepacket.

However, the route that this intermediate node may se-
lect from its own Route Cache for salvaging may not be
a valid route to the destination, sincethe Cache is not ac-
tively maintained and some nodesmay have moved since
this route wascached. Packet salving usually is bene�cial,
though, because the nodesinvolved may not have moved
extensively recently and becausenodes updatetheir Route
Cachewith routinginformationin forwardedand overheard
packets,but in somecases,theextraoverheadcausedby for-
warding the packet along the new route may not be worth
the chancethat the packet will bedelivered correctly rather
thanjustbeing dropped.

We exploredtheeffect of modifying packet salvaging to
not salvageapacketatanintermediatenode(andto dropthe
packet insteadwhen the next hop on the original route has
broken) if thewirelessmedium around the nodeis particu-
larly busy. Thiscondition is anindicationthatattempting to
salvagethepacket may createmoreharmthangood, since
sending thepacket along the new routewill add moreover-
headto the wirelessmedium in the area.

Thismodi�cation to packetsalvaging alsoaddressestwo
relatedpotential problemswith salvaging in this situation.
First, at a node where the wireless medium hasbeenpar-
ticularly busy, packets which could otherwise have been
overheardmay have a higher chanceof loss, due to fac-
tors such ascoll ision andincreasednoise� oor. As a result,
such a node will have beenable to overhear lessrouting
information from other packetsandmay thus have lower-
quality routesin its Route Cache for any routesfor which
it is not directly involved in forwarding, making salvaging
in this caseeven lessdesirable. Second, whena node at-
tempts to transmit a packet to a next-hop node that is no
longer a neighbor, anRTS packet is repeatedseveral times
(when using a MAC protocol li ke IEEE 802.11); each of
RTS packetscauses this node's neighbors to sensevirtual
carrier for theintendeddurationof theintendeddatapacket.
If several RTS attempts aremade before determining that
thelink to thenext hop hasbroken, possibly further increas-
ing congestionaround thosenodes.

4.3. Usewithin TCP

Ramakrishnanand Jain[26] proposedExplicit Congestion
Noti� cation (ECN) as a mechanism for signaling con-
gestion, in packets traversing congestednodes or links.
Floyd [8] presenteda mechanismto use the ECN mecha-
nism to improve theperformanceof TCP.

We made useof ECN asa mechanismfor an interme-
diate node to signal to the TCP sender that the wireless
medium around the node is particularly busy. Using ECN
for TCP providestwo bene�ts: � rst, it mayprevent theloss



Table 1: Congestion Metric Thresholds for Triggering Protocol Optimizations

Optimization MAC LayerUtilization InterfaceQueueLength

SuppressingROUTE REQUEST forwarding 15% 10
Suppressingsalvaging 5% 20
Setting IP headerECN bits 1% 30

of packetsalong that �o w due to queueover�ow, andsec-
ond, it mayallow better fairnessfor other�o wsalso travers-
ing this node.

In typical useof ECN,routers useactivequeuemanage-
ment [4, 9] to setthe Congestion Experienced(CE) code-
point [25] in a packet's IP header whenthe average queue
length at that node exceedssomethreshold. Instead, we set
the CE codepoint in a packet based on our combined con-
gestionmetric. Whena TCPsender receivesa packet with
the CE codepoint set in its IP header, the TCP sender re-
spondsusingits congestion control algorithm asit would to
a packet drop [25]. Sinceour MAC layer utilization mea-
surementrepresentsanaverage of the recentlevel to which
the wirelessmedium around thenodeis busy, the setting of
the CE codepoint in a packet by anintermediatenode indi-
catesa sustained congestioncondition needing action from
the TCP sender.

5. Evaluation Methodology
Webasedour evaluation of theuseof congestionlevel mea-
surements in DSR and TCP on the version of DSR that
usesimplicit source routing and �o w state, as described in
Section 3, sincethis version showsthebestreportedperfor-
mance for the DSRprotocol [11]. Using the ns-2 network
simulator, we simulated this version of the DSR protocol,
both with and without thespeci� c modi�cations for useof
congestioninformation within DSR and TCP described in
Section 4. All behavior of TCPin our simulationswascre-
atedby nswithout modi�cation, basedon our setting of the
ECN bits in the IP header of packetsasappropriate. The
version of the ns simulator that we used providesa phys-
ical and MAC layer model including proper modeling of
backoff, contention, collisions,capture,andpropagation; it
modelstheIEEE802.11 DistributedCoordinationFunction
(DCF) MAC [12] over a 2 Mbps wirelessnetwork with a a
nominal maximum transmission rangeof 250 m.

Dueto thevarying affect thatcontention in thewireless
medium and congestion hason eachof our several opti-
mizations,wechosedifferentlevelsatwhichto enableeach.
Table 1 shows themeasured MAC layerutili zationand in-
terfacequeue lengths at which we enabled each optimiza-
tion. We chosethesevaluesby intuition andhave not yet
undertakenany attempt to tunethemfor performance.

We evaluated the performance of thesemodi�cations
over a wide rangeof scenarios,with nodesmoving accord-
ing to the Random Waypoint mobility model. Eachnode

independently choosesa random starting point and waits
therefor a durationcalled the pause time. It thenrandomly
choosesa destination, andmoves there at a velocity cho-
senuniformly between0 and a maximum velocity of vmax.
When the node arrivesat this destination, again waits for
the pausetime, andthenbegins moving at a new randomly
chosenvelocity to anew randomly chosendestination; each
node independently repeats thismovementpattern through-
out the simulation.

All of our simulationsusea pausetime in the Random
Waypoint model of 0 seconds and a maximum nodemove-
ment velocity (vmax) of 20 m/s. This valueof pausetime
represents a network in which all nodesare in continuous
motion, with eachnodeturning and moving toward a new
destinationassoon asit reachesits current destination.

The data traf� c in our simulations was basedboth on
Constant Bit Rate(CBR) sourcesand TCPsources. Weper-
formedthree setsof experiments.

The �rst two setsof experimentsusedCBR traf�c and
evaluatedtheeffectof our protocol modi�cationsusing con-
gestion measurementsin DSR. One of thesesetsof experi-
mentswasperformedusing50 mobile nodesin asimulation
areaof 1500m� 300m modeling900 secondsof simulated
time for eachrun, and the other setwas performed using
100 mobile nodes in an area of 1000m� 1000 m model-
ing 1000 seconds of simulated time for each run; in both
of thesesetsof experiments, we simulated a number of
CBR traf�c sources, varying from 2 to 30 CBR sources
per run, with each source sending 4 512-byte packetsper
second.

Our �n al setof simulationexperimentsevaluatedthe ef-
fect of our protocol modi� cations in DSR and TCP on a
setof TCP �o ws; theseexperimentswere performedusing
100 mobile nodes in a simulation area of 1000 m� 1000m
modeling 1000 secondsof simulated time for each run. In
theseexperiments,we simulated20 TCP streamsper run,
with each TCPsourcesending datacontinuously during the
executionof the simulation.

In the �rst two setsof experiments,wemeasuredthefol-
lowing four metrics in our simulations:

� Packet Delivery Ratio is the fraction of data packets
originated by the application layer that are success-
fully receivedat their destination

� PathOptimality showsthedegreeto which theproto-
col is able to discover andusethe shortestavailable
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Figure 1: Simulation results for CBR traf� c in 1500 m� 300 m scenarios with 50 mobile nodes, with each source node
sending 4 512-byte CBR packets per second; results are averaged over 40 simulation runs, with the error bars representing
the 95% con� dence interval of the mean.

routes.Thesimulator is able to determineatall times
thelengthof theshortesttheoreticallyavailableroute,
assuming a transmissionrangeof 250 m perhop; we
measured the fractionof delivered datapackets that
were routed by the protocol over routesof various
lengthsrelative to this shortestoptimal route.

� Packet Overhead is the number of individual trans-
missionsof routing packets.For example,if aROUTE

ERROR traverses4 hops,it contributes4 to thePacket
Overhead.

� Latency is theelapsedtime from the originationof a
packet at the source application to its �rst receiptat
thedestination application.

In the third setof experiments, wemeasuredthegoodput
and fairness of the setof TCP connections. We de�ne the
goodput of each TCP streamhereas the number of bytes
of the TCP datastream correctly delivered to the receiver,
such that thatbyteand all previousbytesof thestreamwere
deliveredwith nomissingTCPsegments.

6. Results

Theresultsfromthe�rst two setsof simulationexperiments
described in Section 5 are shown in Figures1 and2. We
deferthepresentationof theresults from our third setof ex-
perimentsuntil Section6.3, wherewediscuss those results.

Figure 1 shows the four metrics de�nedin Section5 for
simulation runsof 50 nodesin an areaof 1500m� 300m,
and Figure2 showsthecorresponding setof resultsfor sim-
ulationrunsof 100 nodesin anareaof 1000 m� 1000 m. In
thesegraphs, theerror bars shown represent the95% con�-
dence interval of the mean. We discusstheseresults below
in Sections6.1 and 6.2.

6.1. Suppressing Salvaging

When salvaging was disabledin congestedareas, as in
Section 4.2, performancewas identical with lower load, but
packetdeliveryratio,overhead, and latency all showedsub-
stantial improvements at higher load. For example, in the
1000 m� 1000m scenarios,at the high load of 26 �o ws,



0 5 10 15 20 25 30
0.4

0.5

0.6

0.7

0.8

0.9

  1

Base DSR
Salvage Only
Salvage and Reply

PSfragreplacements

P
ac

ke
tD

el
iv

er
y

R
at

io

Number of Flows

(a) PacketDelivery Ratio for 1000m� 1000 m

0 1 2 3 4
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

F
ra

ct
io

n 
of

 D
el

iv
er

ed
 P

ac
ke

ts

Base DSR
Salvage Only
Salvage and Reply

PSfragreplacements
� 5

Number of Hops Longer than Shortest

(b) PathOptimality for 1000m� 1000m

0 5 10 15 20 25 30
  0

 20

 40

 60

 80

100

120

140

160

180

200
Base DSR
Salvage Only
Salvage and Reply

PSfragreplacements

P
ac

ke
tO

ve
rh

ea
d

(P
ac

ke
ts

�
10

3 )

Number of Flows

(c) Packet Overhead for 1000m� 1000m

0 5 10 15 20 25 30
0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

La
te

nc
y 

(s
ec

on
ds

)

Base DSR
Salvage Only
Salvage and Reply

PSfragreplacements
Number of Flows

(d) AverageLatency for 1000m� 1000 m

Figure 2: Simulation results for CBR traf� c in 1000 m� 1000 m scenarios with 100 mobile nodes, with each source node
sending 4 512-byte CBR packets per second; results are averaged over 10 simulation runs, with the error bars representing
the 95% con� dence interval of the mean.

representing a datarateof 426 kbps, the unoptimized ver-
sion of DSRdelivers just 80% of its packets,while theop-
timizedversion of DSRdeliversalmost88% of its packets.
At thesameload, packet overheaddecreasedby over 25%,
andaverage latency droppedby more thana factorof 4.

To evaluate the effectiveness in using congestion infor-
mation in making decisions about whether or not to sal-
vage, we alsocompared our scheme to a version of DSR
that never salvages. We ran thesesimulations only for
the 1500m� 300m scenarios. When compared to a ver-
sion of DSRthatneversalvages,thesalvaging optimization
basedon congestion informationshows signi�cantly better
performance at lower loads. For example, with 20 �o ws,
representing a data rate of 327 kbps, the version of DSR
using congestion information delivered 99:21% of offered
packets, whereon the samescenarios, the version of DSR
thatnever salvageddelivered just 96:93%of packets.At the
same load, packet overheadis also slightly lower without
salvaging, due to the positive effectsof spreading cachein-
formation through sourceroutes. At higher loads, salvaging

actually decreasespacket delivery ratio relative to the base
version of DSR; choosing whether or not to salvage based
on congestionlevel retainsmuch of the bene� t to packet
delivery ratio of not salvaging whenthe utilization is low,
without sacri�cing theability to salvagewhencongestionis
not aproblem.

A possible improvement to this schemewould beto not
forward salvagedpackets at congestednodes;a nodecould
examine the “salvage count” �eld in the DSR headerof
each packet that it forwards, and make forwarding deci-
sions based on salvage count and local measured conges-
tion level. This technique would provide even more of the
bene� ts of never salvaging, but only at nodes where not
salvaging is bene� cial. Preliminary resultsshow that such
an approachcould split the difference betweennever sal-
vaging and using congestioninformation at higher levels
of congestion, while maintaining thehigher performanceof
using congestionlevelsat lower congestion. This approach
cannot fully achieve the bene� ts of not salvaging in con-
gestedareasbecausea congested node may have a neigh-



bor that is not congested; if that neighbor salvages a packet
and sends it to thenode, thenode would not forward it, so
the initial transmission waswasted. It mayalso bepossible
to “push” congestioninformationonehop farther, allowing
neighborsto seecongestion levelsof neighboring nodes,ei-
ther by piggybacking the information on existing data and
routing packets,or by including it aspart of an RTS/CTS
handshake,but such pushed information maybestale.

Theversionof DSR that neversalvagesalwayshasbetter
latency and pathoptimality, sinceno packetsare rerouted
in-�ig ht; however, at lower traf� c loads,this is at the cost
of somepacketsnot being successfullydelivered.

Usingcongestionlevels to in�uencesalvaging decisions
provides,to a large extent, theadvantagesof bothchoices.

6.2. Suppressing Route Discovery

WhenROUTE REQUEST propagation wasdeterminedbased
on congestion level, our simulations showed a slight but
statisticallysigni�cant increasein packet delivery ratio in
the 1500m� 300m runs, as well as a more substantial
improvement in packet overhead for both setsof scenar-
ios. For example, in the 1500m� 300m scenarios, with
an offered load of 26 � ows, representing a data rate of
426 kbps, the packet delivery ratio with both salvaging and
Route Discovery optimizations enabled was 94:29%, and
was only 93:50%with just thesalvaging optimizations;en-
abling Route Discovery optimizations also reducedover-
headby 12%. At the same load in the 1000m� 1000 m
scenarios, enabling RouteDiscovery suppression basedon
congestioninformation increasedpacketdelivery ratiofrom
87:91% to 90:41%, while decreasing overheadby 32%.

By using measuredcongestionlevels to avoid congested
areasin discovered routes,DSR can more evenly spread
the offered load across different forwarding paths in the
network.

6.3. TCP Fair ness

Figure 3 shows the results of our third setof experiments,
describedin Section 5, evaluatingtheeffectonaset of TCP
�o ws whenusing our protocol modi�cationsusingconges-
tion measurements. Theseexperiments used all protocol
modi�cations to DSRandTCPdescribedin Section4. This
graph shows thenumber of bytesof goodput delivered for
eachTCP�o w over 10 simulation runswith 20 TCP � ows
per run, or 200 total TCP �o ws; the y-axis scaleon this
graph islogarithmic, in ordertoshow thedetailin thecurves
plotted.

In thesesimulations, we caused each TCPsender to re-
act usingECN, asdescribed in Section 4.3, whenan area
of the network through which that � ow was routed expe-
rienced congestion in terms of high levels of usageof the
wirelessmedium in that areaor long queuelength at anin-
termediateforwarding nodeon theroute. In addition, since
in anadhoc network, routes canchangefrequently, to help
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Figure 3: Number of bytes delivered per TCP � ow in
1000 m� 1000 m scenarios with 100 mobile nodes and
20 TCP � ows in each run; each TCP � ow over 10 simu-
lation runs is shown separately, sorted by the number of
bytes of goodput delivered to the receiver for that � ow.

ensurefairness,we also causea TCPsenderto begin slow-
startassoon as that node receivesa new ROUTE REPLY,
indicating achange in the route for that TCPconnection.

WhenECNbitsaresetin congestedareasof thenetwork,
�o ws traversingmany hops, andother �o ws traversing few
hops, are evenly penalized, improving TCP fairness. In our
simulations, this ECN behavior substantiallyincreased to-
tal throughput for more than half the total �o ws, relative
to the resultswhenthis ECN modi� cation is not usedbut
all other protocol modi� cations are still present. Though
settingECN bits slightly decreasesthe overall throughput,
more �o ws receive a reasonable level of service. This re-
sult is expectedin any systemdesignedto increasefairness:
a multi-hop TCP �o w will require more aggregate wire-
lessbandwidth for the same amount of end-to-end deliv-
ered bandwidth, so increasingthe throughput for connec-
tions traversing more hopswill have an adverse effect on
TCP connections traversingfewer hops.

7. Conclusion

In this paper, we have explored mechanisms for react-
ing to congestioninformation in multihop wirelessad hoc
networks. Whereasmost previousproposals for suchopti-
mizations have been to ensure acceptable service to �o ws
requiring certainQuality-of-Service parameters, in this pa-
per, we developedsome lightweight mechanismsto allow
all �o ws, including best-effort traf�c, to bene�t from the
avoidanceof congestedareas.By monitoring the length of
its network interfacetransmission queue and the behavior
of theMAC layer on its own wirelessnetwork interface,a
nodecanestablish anapproximation of thedegreeto which
the wirelessmedium in its areais busy. This measurement
re�ects not only thebehavior of thenodeitself, but alsothe



behavior of othernodesaround it sharing thesamewireless
medium.

We have suggesteda number of usesof suchmeasure-
ments of congestionin an ad hoc network, at the network,
transport, and higher layers,andwe simulateda set of such
usesin the Dynamic Source Routing protocol (DSR) and
TCP. Our simulations demonstratedsubstantial improve-
ment to DSR andTCPin termsof scalability, packet deliv-
ery, overhead,and fairnessresulting from this useof con-
gestioninformation. Although we applied our changes to
some areasof DSR to quantitatively demonstrate the use-
fulnessof these optimizations,similar techniquescould be
applied to other ad hoc network routing protocols and a
number of other optimizations are possible as well. For
example, a node using a distance vector routing protocol
such asDSDV [22] or ADV [3] could increasethe time be-
tweenadvertisementsduring periods in which thewireless
medium around the node is particularly busy, and a node
using AODV [23] could chooseto not attempt local repair
during suchlocally congestedperiods.
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