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Abstract

Wth most routing protocds for ad hoc networks,shorter
paths are generlly consideed more desirable, making
same areasof netwak mare prone to congestian and de-
creasing overall ngwork throughput. In this paper, we
examine the use of corgestioninformation to avad these
networkhotspds. By locally manitoring the nework inter-

facetransmisson queuelengh and MAC layer behavior at

each node, a node can establish an approximaion of the
degreeto which thewirelessmedum around it is busy; this
measuemet re ects nat only the behavior of the node it-

self but also the behavior of other nearby nodessharing the
wirelessmedium. We suggesta nunber of usesof sud con-

gestioninformation in an ad hoc netwak, in the network,

transport, and higher layers, and we evaluate a setof such

usesthrough simuldion. Our reallts basedon madi ca-
tions to the Dynamic Saurce Rauting protocol (DSR) and
TCP demorstrate sutstantial performanceimprovementin

termsof scalabili ty, packet delivery; overhead and fairness
resuting fromthis use of congeston information.

1. Intr oduction

In amultihop wireles ad hoc network, mabile nodescom-
erateto form anetwork without theuse of ary infrastricture
sich asaccess points or base stations. The mobile nodes,
instead forward packetsfor eachother, allowing nodesbe-
yond direct wireless trarsmisson range of each other to
commuricate. The mobhility of the nodesand the funda-
mentally limited capacityof the wirelessmedum, together
with wirelesstransmisson effectssuch asattenwation mul-
tipath propagation,andinterference, combine to createsig-
ni cant chdlenges for network protocds operatirg in an
ad hoc network.

In mostad hoc networks, sone areasof the network have
higher packet forwardng loads thanother areas.For exam-
ple, in anetwork whete the nodesareuniformly distributed
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in space,the nodesnear the centerof the network will tend
to carry a higher load whenthe network routing protocad

prefers shatest-pah routes;this preference can make cer

tain areasprone to congedion and can decreasehe over

all network throughput. Although same Quality-of-Sewice
routing protocds have beenproposedthat canoften route
around areasof congedion, these protocds aremore com-
plex thantraditional routing protocds. In addition, mary of
theseprotocds only nd routesfor ows requiring speé¢ c
QoS paraneters.In this pape, we designsane lightweight
mechanismsfor detectirg network congestionand for ex-

ploiting this information to improve protocol peformance
ard behavior for all typesof trafc at the network, trans-
port, ard higher protocd layers.

The paranetersfor measuing local network corges-
tion around a node dependlargdy on the MAC layer, and
mary different wirelessMAC layers, basedon methods
sud as random access TDMA, ard pdling, have been
proposed and implemerted. In this paper, we focus on
the IEEE 802.11 Distributed Coardination Function (DCF)
MAC protocol [12], sinceit has bee adopted as a wire-
lessLAN stardard andis widely usedin both tradtiond
wireles systemsand in multihop ad hoc networking re-
seach. Our techniquesusingMAC layer utilization infor-
mationcoud alsobe applied easilywith similarrancbm ac-
cess calli sion avoidance wireless MAC pratocds such as
MACA [20] andMACAW [2], and could be adopted with
othertypesof MAC protocds aswell.

The speci ¢ network and transpat layer protocols we
use in this paper are the Dynamic Souce Rouing proto-
cd (DSR) [16-18] ard the TCP transpat protoml [24].
We make useof wirelessmedium corgestioninformation
to improve routing decisiors in two areas: rst, we modify
DSR's Roue Discovery to prevert the discovery of routes
overwhichit is undesiralbe to carry additional traf c since
the wirelessmediun over thosehopsis already quite busy,
ard secmd, we use this congestioninformation to cortrol
the use of cetain routing protocd optimizations in DSR
sud aspacket salvagng. Finally, we alsouse our corges-
tion informationat eachnode to in u ence the setting of the
Explicit CongestionNoti cation (ECN) bits [25] in the IP
heackr of packets carried through portions of the network
where the wireles medum is paticularly busy; this use



of ECN allows higher layer protocds such as TCP to aso
make useof this corgestioninformation.

In Sectim 2 of this paperwede ne our measurenert of
congestionat a node, and we sugyesta number of usesof
this informationin the network, trarspat, andhigherlayer
protocds within the ad hoc netwak. Sedion 3 provides
an oveniew of the operation of the DSR protocol, which
we use in our evaludion of exploiting corgestioninforma-
tion in routing and higher layers. In Sectio 4, we de ne
the exanple modi cations to DSR and TCP that we sim-
ulatedin order to quartify the effectivenessof these tech-
niques. Sectim 5 descrites the mettodology of our sim-
ulation evaluaion, ard Sedion 6 presens our simuation
results.Findly, in Sedion 7, we presentcorclusiors.

2. Congestio Information

In this section we describe in detail one mettod for ob-
taining wirelesscongestion information each node. We
also discussa range of gererd possibleusesof conges
tion estimatesin routing and higher layer protocols within
anode Section 4 laterdescrilesthreespeci ¢ uses of such
measuemerts within the context of the Dynamic Saurce
Routing protocd (DSR) and TCR, andSectio 5, evaluates
thesethreetedchniques in detail through simuation.

2.1. Measuring Congestin

We usetwo metrics to measue the level of congestionat
anode. The r st metric is the average MAC layer tiliza-
tion level at a node, which indicatesthe degree to which
the wireles medium around that node is busy or idle. We
de ne theaverageMAC layer utilization asmeasurd by a
node to be the fraction of time during which thatnodeeither
(1) hasone or more packets to trarsmit in its transnission
queuefor thatnetwork interfaae, or (2) if that node hadat-
tempted to transnit, it would not have been ableto do so
then accoring to the rules of the MAC layer at that node
Sincethe instantaeaus MAC layer utilization at a nodeis
either O or 1, we averag this value over a period (10 sec-
onds, in our simulations) to obtainanindication of the use
of thewirelessmedum around that node.

The intuition behnd this de nition of MAC layer uti-
lization is thatthe instantareous va ue of this metiic shauld
be 0 only when the wireles medum araund the node is
availablefor the nodeto begin transmissiorof anew packet
not alreadyin that node's network interface transnission
gueue. Measuing this value requires the node to moni-
tor the stateof its own MAC layer. Although mary cur-
rentwirelessnetwork interface productssuch ascommanly
available IEEE 802.11 wirelessLAN cards do nat provide
aMAC layerinterfaceto sypport this monitoring by the op-
eratingsystenmsotware in thenode, it is supprtedby sonme
interfacessuch asthe DARPA GloMo Radio API [1], and
additional future wirelessproducts may provide suchanin-
terfaceif it is provenusefu.

As anexamge of measuing MAC layer utili zation, we
simuate it in this pgoer basedon a detailedmodel of the
IEEE802.11 DCFMAC protocol [12]. We conside instan-
tareows MAC layer utilization level atanodeto be 1 atary
time that the MAC layer at that node either detectsphysi-
cd cariier to be presen or is deferring due to virtual car
rier sensinginterframe spaéng, or backoff. Instantaeows
MAC layer utilization atthe node is also 1 atary time tha
the node hasat leag one padet in the trarsmission queue
for its wirelessnetwork interface.

The othe metic we useis the instantaeous transnis-
sionqueuelengh. In ceitain casesa node may nat be ex-
periercing much MAC layer congedion, but insteadmay
have many packets badklogged. If thatnodeis thenchosen
to forward otherpackets,it will increase packetlatercy, and
may even drop pacletsdue to a limit on the queuelengh.
In our simuation, we usea combination of the MAC layer
utili zationandinstantameaus quewe lengh metricsto deter
mine the congestionlevel at each node.

2.2. Useswithin the Network Layer

Within the network layer, one useof congedion measue-
mentsis to alow the routing protocd to attenpt to affect
the routes chosen,suchasto avoid chaosingroutes through
congestedportions of the network. Routing protocols for
ad hoc networks can be grouped into two types: proac-
tive (or peiiodic) protocds, and reactive (or on-demard)
protocds. In a proadive routing protocol, nodesexcharge
routing information with eachother(e.g, periodically) such
that ead node attenpts to always know a current route to
all possble destingions (eg., [19, 22]). In contract, nodes
using a readive routing protocol do not exchange routing
information until necessaryard insteadattemp to discover
all routeson-demard by an active seach within the network
(e.g,[17, 23]). Hybrid routing protocolsthat combine these
two appoachesarealso paossble (e.g., [10]).

In a proactive routing protocol, nodes can affect the
routes chosenby the protocol by usingthe congesion in-
formationto alterthemetiic for certainrouting tabe entiies
that it exchangeswith other nodes. For exanple, in a dis-
tancevecta routing protocd, the node could include anex-
pressionof its congestionlevel in eachof its own routing
advertisemets; neighbor nodes receiving swch adwertise-
mentscould usethis value to treat the link from this node
ashaving a metric thatis a function of the advertised con-
gestn level, ratherthanasis common, treatirg eachsuch
link ashaving a metric of 1. For alink state routing proto-
cd, a node could use its local measuemer of congestion
level similarly to increase the metricthat it includes for its
neighboring linksin its own routing updatesto othernodes.

In areadive routing protool, nodescanaffect the routes
chosenby the protocd through chargesin the operation
of the dynamic route discovery process We descrite this
approachin the cortext of DSRin Section4.1. In a hybrid



routing protocol, a node may naturally usea combination
of mechanisis usingcongegion level measwvements based
on eithertheproadive or reactive portions of thehybrid pro-
tocd, to affecttherouteschosen

Anotheruseof congestionievel measurementswithin the
routing protocd atanodeis to madify in geneal the behav-
ior of the routing protocol itself, based onthe level to which
the wirelessmedium araund thenodeis busy. For example
dependng on the corgestionmeasued by a node, optional
featuesor optimizatiors within therouting protocd canbe
enaled or disabled, if their effectivenessmight deperd on
whether or not thewirelessmedum around the node is par
ticularly busy. We descrile a speci ¢ example of this type
of optimizationin Section4.2 in the context of DSR.

Another examge of such protocol modi cation would
be an adapive distancevedor routing protocd, in which
a node madi es the periodic transmission of its own rout-
ing advertisemen padets. If the wirelessmedum around
the node is particulaly busy, the node could reducethefre-
quency of its own advertisements, and could reduce the
number of routing talde entiies included in eachadver
tisenent to include only the mast important or most re-
cently charged ertries. The ADV ad hoc network routing
protocd [3] performs similar adaptive optimizations, but
the adaptation in ADV is based on “trigger meter” values
thatusenetwork layerinformation not information adapted
from boththe MAC and routing layersaswe proposehere.

As a nal example in this sectim, the AODV routing
protocd [23] could be modi ed sud thata node doesnaot
attempt localroute repair whenthewirelessmedum around
the node is particuarly corgested If anodeattenptsard is
swcecessfulat local repair, thenthe route to that dedination
will continue to passthrough that node. If instead, in such
cass, the node simply treatecthelink asbrokenasnormd,
the new route discoveredfor tha dedinationcould be made
to route araund that area of the network, when combined
with modi cationsto Roue Discovery similar to those we
de ne in Sedion4.1

2.3. Useswithin the Transport Layer

Within the transmrt layer, a numbea of different uses
of corgestionlevel measurenerts at a node are possible
Sedion 4.3 descibesoneapproachin detail for TCP, based
on settingthe Explicit Congestion Noti cation (ECN) bits
in apacket's IP heackr [25]; this same approad would aso
be apgdicable for ary other transmrt layer tha supported
useof the ECN bits[7]. Below we suggest sorre otherpos-
sible useswithin thetranspat layerfor congestionrmeasure-
mens.

Beyond settingECN bits to improve TCP performance
it may be posdble to use information about the congestion
levels atnodesalong amultihop ad hoc network routeto al-
low TCPto gain addtional informationabaut network con-
ditions. Such information about the degree to which the

wireles medum around nodesis busy might enale TCP
to reactbetterby helpng to differentiateconditionsof wire-
lesspacket loss congestionpacket loss or simple wireless
mediun contention-basedpacket delay

As a n al exanple of useat thetransport layer, the [ETF
ReliableMulticast Transprt (RMT) Working Group, in at-
tenmpting to stardardizereliablemulticastfor theIntemet,is
consideing soluions basedon negative acknowledgemerts
ard on pasitive acknowledgerrerts [14]. Eachof theseap-
proachesrepresentsa tradedf of factas suc asovertead
ard latercy; with additionalinformationsuchascongestion
level measwvements,it might be possibleto adapively bal-
arce betweenthese two approactes.

2.4. Useswithin Other Higher Layer Protocds

Above thetransprt layer, information on the congestion at
a node or alorg a path asswgeded in Section2.3, can
be usedto adap same tradtional functions of of the pre-
senation layer, suchas datacompresson. If the congestion
level indicatesthatthe wirelessmedum is patticulady busy,
a sendng node could decideto conpress the databefore
transmission.Suchuse of conpression represerts a trade-
off betweenthe bardwidth usedfor trarsmissionversus the
CPU time consumed for compresson and decanpression
ard thelateng in time takenfor these functions. Based on
the meaaured congestion level, a serding node could more
productively make such tradeoff decigons.

If an application programmirg interface (API) is avail-
alle to passthe congestian information to userlevel pro-
grans, thesemeasvementscould also,for exanple, beused
to aid middleware application adapation systemssich as
Odysse [21] andPuppeteer[6].

3. Overview of the DSR Protocol

This sectionprovidesan overview of the Dynamic Souce
Rouing protocol (DSR)[16-18], which we use in our eval-

uationof exploiting corngestioninformation. DSRis one of

a number of routing protocds propased within the Mobile

Ad HocNetworks (MAN ET) Working Group of thelnternet

Engineeing TaskForce (IETF) [13]. We useDSR in our

study, sinae the protocd hasbeen shown to perform well

in earliersimulation studes|[5, 15]; DSRis an on-demand

(orreadive) adhoc network routing protocol. As suggested
in Section2.2, similar teciques using congestioninfor-

mation coud be applied to other ad hoc network routing

protocds.

The operdion of DSR is based on source routing, in
thatthe serderof adatapadet deterninesthe conpletese-
guerce of hops to be used asthe route for that packet to its
destnation In the basicversion of DSR, the source route
for a paclet is represerted in the heacer of the packet, al-
though a enhancenentto DSR uses implicit soucerouting
to avoid this overheadin the headerof eachpacket [11].
Insteadafterthe r st packet cortaining a full souceroute



hasbeensent along theroute to the dedination subseaiert
packetsneed only containa o w identi er to represen the
route, and nodes along the route mairtain o w stateto re-
memker the next hop to be usedalong this route based on
the addessof the serderand the ow iderti er; one ow
iderti er candesigratethe defadt o w for this saurce and
destinatia, in which casesventhe o w identi er is notrep-
resentedn apacket.

DSR divides the routing problem in two parts: Route
Discovery ard Raute Maintenance both of which operate
entirely on-demand. In Roue Discovery, a node adively
seaches through the network to  nd aroute to aninterded
destination node. While usingarouteto send packetsto the
destinatian, RouteMaintenaiceis the processby which the
serding node determinesif theroute hasbroken for exam-
ple becaise two nodesalorg the route have moved out of
wirelesgrarsmissionrange of eat other.

A nodethathasapaclket to serd to adeginationsearcles
its Raute Cachefor arouteto that destination If no cacded
route is found, the serding node initiates Route Discovery
by broadcating a ROUTE REQUEST padet cortaining the
destination node addess(known asthetarget of the Roue
Discovery), a list (initially empy) of nodestraversedby
this REQUEST, ard a requestiderti er from this saurce
node. The requestiderti er , theaddessof this saurce node
(known astheinitiator of the Roue Discovery), andthetar
getaddresstogetter uniquelyidentify this Route Discovery.

A nodereaiving a ROUTE REQUEST checks to seeif it
haspreviously forwarded a REQUEST from this Discovery
by examining thelP Saurce Address, targetaddress and re-
quest identi er, If it hasrecently seen this iderti er, or if
its own addessis alreadypresent in thelist in REQUEST of
nodestraversedby this REQUEST, the node silently drops
the packet. Othemwise, it appendsits addessto the node list
and forwards the REQUEST. Whena REQUEST reahesthe
target node or a node with a route to the targetin its Roue
Cactle, this noderetumsa ROUTE REPLY to theinitiator of
the ROUTE REQUEST. The REPLY cortainsa copy of the
node list from the REQUEST, and canbe delivered to the
initiator node by reversing the node list, by using a route
backto theinitiator from its own Route Cacte, or “piggy-
backing” the REPLY on a newv ROUTE REQUEST targeting
the original initiator. Whenthe initiator of the requeg re-
ceivesthe ROUTE REPLY, it adds the newly acquired route
to its Roue Cachefor future use.

In Route Maintenarte, a node forwarding a paclet for
a souce attemps to verify that the packet successfully
reacled the next hop in the route. A node can make this
con rmation usinga link-layer acknowvledgement (such as
is provided in IEEE 802.11 [12]), a passve acknowledge-
mert [19], or by mears of a network-layer acknowledge-
mert. A paclet is possibly retrarsmitted if it is sentover
an unreliade MAC, dthoughit shaild not be retransmitted
if retransmissiorhasalready been attenpted at the MAC

layer. If a paclet is not acknowledged, the forwardng
node assimesthat the next-hop destinatim is unreaclable
over this link, andsend a ROUTE ERROR to the source of
the paclet, indicating the brokenlink. A node receving a
RouTE ERROR removesthatlink from its Roue Cache

A number of optimizatiors to the basc DSR protocal
have beenproposed[18]. In this paper, we descrike only
those optimizatiors that are affected by the chargeswe
make to the protocd. One exanple of such anoptimization
is packet salvaging. When anodeforwarding a pacletfails
to reeive acknowledgement from the next-hop destinatia,
asdescriledabove, in addtion to serding aROUTE ERROR
back to the saurce of the packet, the node may attempt to
use analterraterouteto the destnation, if it knows of one.
Speci cally, the node searclesits Route Cactle for a route
to the destnation if it n dsone,thenit salvagesthe packet
by redacingtheexisting souceroutefor thepacketwith the
new route from its Route Cache To prevent the possibility
of in nite looping of a packet, eachsouce route includes
a salvage cownt, indicating how mary timesthe packet has
beensalagedin this way. Packetswith salvage count larger
thansome predetemined valuecanrot be salvageal aggin.

4. Evaluation within DSR and TCP

This sedion descrikesthe speci ¢ usesof congeston mea-
suremerts that we examined to illustrate the effectiveness
of reading to congestioninformation within DSRand TCP
in anad hoc network. We madi ed the protocd behavior

basedon a conbination of two metrics,the measured level

of MAC layer utilization at a node ard the networkinter-

face transmisfon queue lengh at that node; the interface
quete length is the number of packetswaiting buffered at

that node for transnissionover its wirelessnetwork inter-

face. The rst of thesemetrics providesthe node with a
view of the currentcordition of the sharedwirelesamedum

around the node;the secand indicatesa prediction of the fu-

ture load thatthis node will place on the wireless medium.

We invokedeachprotocol optimizationwheneitherof these
levels exceededthe threstold chosenfor that paticular op-

timization

4.1. Modi cationsto DSR Route Discovery

In Roue Discorery in DSR, a node peaforms a con-
trolled oodof thenetwork with ROUTE REQUEST packets,
seaching for a route to the target destnation node. When
one of the ROUTE REQUEST packets from this Route
Discovery readesthe dedination node or reachesancther
node with a route to the destingion cacled, this node re-
turnsa ROUTE REPLY packetto the originatar of the Route
Discovery.

Allowing this oo d of ROUTE REQUEST pacletsfrom
a Route Discovery to traversean area of the netwak in
which the wirelessmedium is alread patticularly busy cre-
atesseveral risks. First, the addtiond broadcastpaclets



from the Route Discovery ood further increaseshe use
of the wirelessmedum in those areas. Secand, the route
discovered by a Roue Discovery is the seqierce of hops
through which the ROUTE REQUEST packet wasforwarded
that gereratedthe ROUTE REPLY in respase, and thus,
any route discovered by forwarding a ROUTE REQUEST
through an area of the network in which the wireless
medum is already particdarly busy can only resultin a
discovered route through this sane area; sud routes are
less desirathe than otherroutes.Finally, the additional traf-
¢ resultig from anew ow of datapaclketsusinga route
through suchanareacancausethewireless medum in this
areato be usedeven more heavily, possbly leadirg to per
formarce degradationfor all users.

To alleviate theseproblems, we explored the effect of
modifying DSR so that nodes do not processor forward a
RoUTE REQUEST paclet if the node determnes that the
wirelessmedium around itself is too busy; however, if the
node is the target of the ROUTE REQUEST, it procesgsit
andretunsa RoOUTE REPLY asusual.

This optimization is simpe to implement, although in
this form, it hastwo limitations. First, it may causea node
to be unableto discover a route to sorre destnation even
whena route actually exists, if the only existing routesgo
through busy areasof the network. Secmd, by forcing the
Route Discovelry to route araund busy areas,t may cawse
anodeto discover aroutethatis longer thanthe minimum
number of hops that coud have beendiscovered; in saving
overheadwithin busy areasof the network, this optimiza-
tion may crede additional overheadtotded acrassotherar-
easof the network.

A madi cation to this optimization that could be mack
to address these limitations, is to add a agto eachROUTE
REQUEST, indicating whetheror not to usethis optimiza-
tion. A nodethathasapacletto serd to adestinatio would
r st checkits Roue Cacte, ard if it did not have a route
would initiate a Route Discovery with the ag off; thatis,
sich that nodesin busy areas would not forward ROUTE
REQUEST padketsfromthatRoute Discovery. If the saurce
node doesnotreceirea ROUTE REPLY fromthat Discovely,
it would initiate andherDiscovery, thistimeturning the ag
on, allowing all nodesto forward REQUESTS bdonging to
this Discovery. This mod cation is sanewhat similar to
an exparding ring seach, although the searchhere expands
into busy area ratherthansimpy into areasatagreaterhop
count from the source. In our simulation, we did not imple-
mert this modi cation to theRouteDiscovery optimization,
sincethepeiformarceof ordinary Discovery was su cient.

4.2. Modi cat ionsto DSR Packet Savaging

In DSR, packet salvaging is a mechanismused by anin-
termedate node to avoid dropping a paclet whenit detects
that the next hop for the packet alorg its original route is
broken The intermediatenode opportunistically checksits

own Route Cacte for a route to the paclet's destinatim,
contributing its own cacle informationto erhancethe prob-
ahlity of succes$ul delivery of the padet.

However, the route that this intermedige node may se-
lect from its own Route Cacle for salvagng may not be
avalid route to the destinatio, sincethe Cacle is not ac-
tively maintaired and some nodes may have moved since
this route wascaded Packet sahing usudly is bene cial,
though, becase the nodesinvolved may not have moved
extersively recently and becaise nodes updatetheir Route
Cachewith routing informationin forwardedand overheard
packets,butin some casesthe extraoverheadcawsedby for-
warding the packet alorg the new route may not be worth
the charcethat the packet will be deliverad correctly rather
thanjust being dropped

We exploredthe effect of modifyin g packet salvagng to
not salvage apacletatanintermedate node(andto dropthe
packet insteadwhen the next hop on the original route has
broken) if the wirelessmedium around the node is paticu-
larly busy This condition is anindicationthatattemping to
sahagethe padet may create more harmthangood, since
serding the paclet along the new route will add more over
headto the wireles medium in the area.

Thismodi cation to packetsalvagng alsoaddesseswo
relatedpotential problemswith salvagng in this situatio.
First, a a node where the wireles medium has beenpar
ticularly busy, packets which could otherwise have been
overheard may have a higher chanceof loss due to fac-
tors sud ascdlision andincreasedoise oor. As aresult,
sud a node will have beenable to overhearlessrouting
informatian from other paclets and may thus have lower-
quality routesin its Roue Cactle for ary routesfor which
it is nat directly involvedin forwardng, making salvagng
in this caseeven lessdesiratbe. Seconl, whena node at-
termpts to trarsmit a packet to a next-hop node that is no
longer a neighbor, an RTS packet is repeatedsererd times
(whenusing a MAC protoml like IEEE 802.11); ead of
RTS packets causes this node's neighbors to sensevirtual
carier for the intended durationof theintendeddatapacket.
If several RTS attenpts are mace before detemining tha
thelink to the next hop hasbroken, possibly furtherincreas-
ing congestionaraund thosenodes.

4.3. Usewithin TCP

Ramérishnanand Jain[26] proposedExplicit Congestion
Noti cation (ECN) as a mechanism for signding con-
geston, in packets traversirg congestednodes or links.
Floyd [8] presenteca mectanismto use the ECN meda-
nism to improve the performarce of TCP.

We mack use of ECN asa mechanismfor an interme-
diate node to signd to the TCP serder that the wireless
medium around the node is particulady busy Using ECN
for TCP providestwo bene ts: rgt, it may prevent theloss



Table 1: Congestion Metric Thresholds for Triggering Protocol Optimizations

Optimization MAC Layer Utilization Interface QueueLengh
SuppressingROUTE REQUEST forwardng 15% 10
Suppressingsdvaging 5% 20
Setting IP healerECN bits 1% 30

of packetsalong that o w due to queueover ow, andsec-
ond, it may allow better fairnessfor other o wsalso travers-
ing thisnode

In typical use of ECN, route's useactive queuemarage-
mert [4, 9] to setthe Congestion Expelienced(CE) code-
point [25] in a packet's IP headr whenthe average quewe
length at that node exceedssamethreshold. Insteadwe set
the CE codepint in a paclet based on our combined con-
gestionmetric. Whena TCP sender recevesa padket with
the CE codepant setin its IP header the TCP sencr re-
sponds usingits congeston cortrol algorithm asit would to
a packet drop [25]. Sinceour MAC layer utilization mea-
suementrepresentsanaverag of the recentlevel to which
the wirelessmedum around the nodeis busy, the settirg of
the CE codepant in a packet by anintermediatenode indi-
catesa sustaind corgestioncordition needng action from
the TCP serder.

5. Evaluation Methodology

We basedour evaluation of the use of congestionlevel mea-
suementsin DSR and TCP on the version of DSR that
usesimplicit saurce routing and o w state as describedin

Sedion 3, sincethis version shows the bestreported peifor-

marce for the DSR protocd [11]. Usingthe ns-2 network
simulator, we simulaed this versian of the DSR protocd,

both with and without the spe¢ ¢ modi cation s for useof
congestioninformation within DSR and TCP descrited in

Sedion 4. All behavior of TCPin our simulationswascre-
ated by nswithout modi catio n, basedn our setting of the
ECN bits in the IP heackr of pacletsasappropriate. The
version of the ns simulata tha we used providesa phys-

ical and MAC layer model including proper modeling of
bacloff, contention, cdlisions, captue, andpropagation; it

modelsthe | EEE802.11 Distributed Coardination Furction
(DCF) MAC [12] over a2 Mbps wirelessnetwork with aa
nominal maxmum transmis$on range of 250 m.

Dueto thevarying affect that contention in the wireless
medum and congeston hason eachof our several opti-
mizations, we chose differentlevelsatwhichto enalte each
Table 1 shavs the measurd MAC layer utili zation and in-
terfacequele lenghs at which we enalted each optimiza-
tion. We chosethesevaluesby intuition and have nat yet
undertkenary attenpt to tunethemfor performance

We evaluated the performance of these modi cations
over awide rarge of scenaios, with nodesmoving accad-
ing to the Random Waypaint mability model. Eachnode

indepencently chaosesa rancdbm starting point and waits
therefor adurationcdled the pause time. It thenrardomly
choosesa destination and movesthere at a velocity cho-
senuniformly between0 and a maximum velocity of Viax.
When the node arives at this destinatim, again waits for
the pausetime, andthen begins moving at a newv randomly
chosenvelocity to anew randomly chosendedinatiory each
node indepencertly repeas this movementpatten through-
out the simuation.

All of our simuationsusea pausetime in the Random
Waypoint model of 0 secands and a maximum node move-
ment velodty (Vmax) Of 20 m/s. This value of pausetime
represents a network in which al nodesare in continuous
motion, with eachnodeturning and moving toward a new
destnationassom asit readesits currert dedination

The datatraf c in our simuations was basedboth on
Corstant Bit Rate(CBR) sourcesand TCP saurces We per
formedthree setsof expeiments.

The rst two setsof experimentsusedCBR trafc and
evaluatedtheeffectof our protocd mod cation susing con-
geston measurementsin DSR. One of thesesetsof experi-
mentswasperformedusing50 mabile nodesin asimuation
areaof 1500m 300 m modeling 900 secads of simuated
time for eachrun, andthe other setwas performed using
100 mobile nodesin an area of 1000m 1000 m model-
ing 1000 secands of simuatedtime for eachrun; in both
of thesesetsof experiments, we simulaed a numbe of
CBR trafc sources, varying from 2 to 30 CBR saurces
per run, with eat source sending 4 512-byte packets per
secand.

Our n al setof simuation expeimerts evalugedthe ef-
fect of our protoal modi caionsin DSRand TCP on a
setof TCP o ws; theseexperimentswere performed using
100 mobile nodes in asimulation areaof 2000m 1000m
modeling 1000 secomls of simuated time for ead run. In
theseexperiments,we simuated 20 TCP streamsper run,
with ead TCP source serding datacortinuously during the
executionof the simuation.

In the rst two setsof experiments,we measuredthefol-
lowing four metiics in our simuldions:

Packet Delivery Ratio is the fraction of daa paclets
originated by the apgication layer that are sucess-
fully receivedat their destiration

Path Optimdity shavs the degreeto which the proto-
col is ade to discover andusethe shatestavailable
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Figure 1: Simulation results for CBR traf ¢ in 1500 m 300 m scenarios with 50 mobile nodes, with each source node
sending 4 512-byte CBR packets per second; results are averaged over 40 simulation runs, with the error bars representing

the 95% con dence interval of the mean.

routes.The simuator is able to determine atall times
thelength of theshatesttheaetically availableroute
assiming atrarsmissionrange of 250 m perhop; we
measured the fraction of delivered data paclets that
were routed by the protocd over routesof various
lengthsrelative to this shatestoptimal route.

Padket Overhed is the number of individual trars-
missiors of routing packets. For exanple,if aROUTE
ERROR traversest hops, it cortributes4 to the Packet
Overhead.

Latercy isthe elapsedime from the origination of a
packet at the source application to its rst receiptat
thedestinaion apgication.

In the third setof expelimerts, we measuedthegoodput
and fairness of the setof TCP connectiors. We de ne the
goodput of ead TCP streamhere as the number of bytes
of the TCP datastream correctly delivered to the recever,
swehthatthatbyte and all previous bytesof the streamwere
deliveredwith no missingTCP segments.

6. Results

Theresultsfromthe rst two setsof simuation experimerts
describel in Section 5 are shawn in Figures1 and2. We
deferthe presemationof the results from our third set of ex-
perimentsuntil Section6.3, wherewe discuss those results.

Figure 1 shows the four metiics de nedin Section5 for
simuation runs of 50 nodesin an areaof 1500m 300 m,
ard Figure 2 shavs the corresponding set of resutsfor sim-
ulationrunsof 100 nodesin anareaof 1000m 1000 m. In
thesegrapls, theemor bars shown represei the 95% con -
dence interval of the mean We discusstheseresults below
in Sectiors 6.1 and 6.2

6.1. Suppressng Salvaging

When salvagng was disabledin congestedareas, as in
Sectin 4.2, peformancewasidertical with lowerload but
packetdeliveryratio, overhead and latencgy all shaved sub-
startial improvemerts at higher load. For examge, in the
1000 m 1000m scerarios,at the high load of 26 o ws,
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Figure 2: Simulation results for CBR traf ¢in 1000 m 1000 m scenarios with 100 mobile nodes, with each source node
sending 4 512-byte CBR packets per second; results are averaged over 10 simulation runs, with the error bars representing

the 95% con dence interval of the mean.

representig a datarate of 426 kbps, the unoptimized ver-
sion of DSR delivers just 80% of its packets,while the op-
timized version of DSR deliversalmost88% of its paclets.
At the ssmeload padket overheaddecreasedy over 25%,
and average latercy droppedby more thanafactorof 4.

To evaluae the effectiveness in using congedion infor-
mation in making decisions about whether or nat to sal-
vage, we also compared our schene to a versimn of DSR
that never sahages. We ran thesesimulatiors only for
the 1500m 300 m scenaios. When conpared to a ver
sion of DSRthatnever salages,the salaging optimization
basedon corngestion information shows signi cantly better
performarce at lower loads. For examge, with 20 o ws,
representig a datarate of 327 kbps, the version of DSR
using corgestion information delivered 99:21% of offered
packets where on the samescerarios, the version of DSR
thatnever sahvageddelivered just 96:93% of padkets. At the
sane load, packet overheadis also slightly lower without
sahaging, due to the positive effectsof sprealing cachein-
formation through souceroutes. At higherloads, salhvagng

adually decrasegacket delivery ratio relative to the base

versian of DSR; choosing whether or not to sahage based
on corgestionlevel retainsmuch of the bene t to packet

delivery ratio of not salvaging whenthe utilization is low,

without sacri cing the ahility to sahagewhencongestionis

not a problem.

A possible improvementto this schremewould beto not
forward sahegedpackets at corgested nodes;a node could
examine the “salvage count” eld in the DSR headerof
each paclet that it forwards, and make forwarding deci-
siors based on salvage count and local measued corges-
tion level. This techique would provide even more of the
bene ts of never sahagng, but only at nodes where not
sahagirg is bene cid. Prelimnaty resultsshav thatsuch
an approachcould split the differerce betweennever sal-
vaging ard using corgestioninformation at higher levels
of congestia, while maintaining thehigher performarce of
using corgestionlevelsat lower congestion This approach
cannot fully achieve the bene ts of not salaging in con-
gestedareasbecaisea congesed node may have a neigh-



bor that is nat congestd; if tha neighbor salvages a paclet
and serdsit to the node, the node would not forwardit, so
the initial transmission waswasted It may also be possble
to “push congestioninformationone hop farther, allowing
neighborsto seecongeston levelsof neighboring nodes,ei-
ther by piggybacking the information on existing data and
routing padets, or by including it aspart of an RTS/CTS
hardshale, but sud pushel information maybe stale.

Theversionof DSR tha never sahages always hasbetter
latency and path optimality, sinceno packets are rerauted
in- ig ht; however, at lower traf c loads,this is at the cost
of some pacletsnaot beirg successfullydelivered.

Using congestionlevels to in uence sahagng dedsions
provides,to a large extert, theadwartagesof both choices.

6.2. Suppressng Route Discovery

WhenROUTE REQUEST propaggtion wasdetermnedbased
on congestionlevel, our simulations showed a slight but

statisticallysigni cant increasen packet delivery ratio in

the 1500m 300m runs, as well as a more sulstartial

improvenent in packet overheadfor both setsof scenar

ios. For exanmple, in the 1500m 300 m scenaios, with

an offeredload of 26 ows, represnting a datarate of

426 kbps, the paclet delivery ratio with both salvagng and
Route Discovery optimizations enatbed was 94:29%, and
was only 93:50% with justthe salhaging optimizations; en-
abling Route Discovery optimizatiors also reduced over

headby 12%. At the same load in the 1000m 1000 m

scerarics, enalling Route Discovery suppresson based on

congestioninformation increasegacletdelivery ratiofrom

87:91% to 90:41%, while decreasig overheadby 32%.

By using measued congestionlevels to avoid corgested
areasin discovered routes, DSR can more evenly spread
the offeredload actoss different forwarding patts in the
network.

6.3. TCP Fairness

Figure 3 shows the resuts of our third setof experimerts,
descritedin Sedion 5, evaluatingtheeffectonaset of TCP
o wswhenusirg our protocd modi catio nsusingconges
tion measurerarts. Theseexpelimerts used all protocd
modi cation sto DSRandTCPdescriledin Sectiord. This
graph shows the nunber of bytesof goodput delivered for
eachTCP ow over 10 simuation runswith 20 TCP ows
per run, or 200 total TCP o ws; the y-axis scaleon this
graphislogarithmic, in orderto shawv thedetailin the curves

plotted

In thesesimuations, we catsed ead TCP sencbr to re-
act using ECN, asdescribel in Sectim 4.3, whenan area
of the network through which that ow wasrouted expe-
rienced congestion in terns of high levels of usageof the
wirelessmedium in that areaor long queuelength atanin-
termedate forwarding node on theroute. In addition, since
in anadhoc network, routes cancharge frequently, to help

—— Base DSR
- Discovery and Salvage Opts
- - - All Optimizations

Bytes Delivered

10%

10

56 100 1!30 200
Flow Number

Figure 3: Number of bytes delivered per TCP ow in
1000 m 1000 m scenarios with 100 mobile nodes and
20 TCP ows in each run; each TCP ow over 10 simu-
lation runs is shown separately, sorted by the number of
bytes of goodput delivered to the receiver for that ow.

ersurefairness, we also causea TCP serderto begin slow-
startas soon asthat node receives a new ROUTE REPLY,
indicating achange in the route for that TCP connection

WhenECNbitsaresetin congestedareasof the network,
0 ws traversingmary hops, andother o ws traversing few
hops, are evenly peralized improving TCP fairness In our
simuations, this ECN behavior substantiallyincreased to-
tal throughput for more than half the total o ws, relative
to the resultswhenthis ECN mod cationis not usedbut
all other protocol modi cdions are still preseh. Though
settingECN bits slightly decreaesthe overall throughput,
more 0 ws receie a reasomblelevel of service. This re-
sultis expectedin ary systemdesigredto increasdaimess:
a multi-hop TCP ow will require more aggregate wire-
lessbardwidth for the same amaint of endto-erd deliv-
ered bandvidth, so increasingthe throughput for connec-
tions traversirg more hopswill have an adverse effect on
TCP connectiors traversingfewer hops.

7. Conclusion

In this paper we have explored mectarisms for react-
ing to corgestioninformation in multihop wirelessad hoc
networks. Whereasmast previous proposals for suchopti-
mizations have been to ersure aceptalte service to o ws
requring certainQuality-of-Senice parametes, in this pa-
per, we developed sane lightweight mechanismsto allow
all ows, including beg-effort trafc, to beret from the
avoidarce of corgestedareas.By monitoring the length of
its netwak interfacetransmission quete and the behavior
of the MAC layer on its own wirelessnetwork interface,a
node canestaldish anapproximation of the degreeto which
the wirelessmedium in its areais busy. This measurenert
re ects nat only the behavior of the nodeitself, but alsothe



behavior of othernodesaraund it sharing the same wireless
medum.

We have suggesteda numbe of usesof suchmeaaure-
merts of congestionin anad hoc network, atthe network,
transprt, ard higher layers,andwe simulateda set of such
usesin the Dynanic Saurce Routing protocol (DSR) and
TCP. Our simulations denonstrated substartial improve-
mert to DSR and TCPin terms of scdability, packet deliv-
ery, overhead,ard fairnessreailting from this useof con-
gestioninformation. Although we apgdied our changesto
same areasof DSR to quantitatively denonstrate the use-
fulnessof these optimizations, similar techriquescould be
applied to other ad hoc network routing protocds and a
number of other optimizatiors are possble aswell. For
example, a hode using a distance vecta routing protocd
sichasDSDV [22] or ADV [3] codd increasehe time be-
tween adwertisenentsduring periods in which the wireless
medum araund the node s particuarly busy, and a node
using AODV [23] could chooseto not attemp local repair
during suchlocally congestedpetiods.
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